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Introduction

B Goal is to enhance our ability to estimate cost/effort for
IT planning and deployment projects.

e Starting point: Bill of materials is available.

* Scope includes developing configurations for all IT equipment,
software development, system validation testing, deployment
planning and physical deployment.

B Agenda:
* The estimating challenge
e IT project WBS

* Review model designs:

-Configuration Baseline Development
-IT Architecture y 8
-Systems Validation
-Deployment
Demonstration

Future Work
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The Estimating Challenge

B Sources of Project Variability
= IT systems may integrate many different devices, software, and network technologies.
= Deployment environments vary from centralized facilities to remote locations.
= Varying levels of security, regulatory and certification requirements.
B Current Estimating Challenges
= Heavy reliance on senior SMEs
= Hidden integration and deployment efforts

= Limited reuse of historical estimating knowledge
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Work Breakdown Structure for IT Development/Deployment Projects

® Configuration Baseline Development =0 IT Development/Deployment Project
- Describes the configuration of all capabilities to be deployed, - H@ Development Project Management (PM, FM, Business Ops, Etc
including infrastructure equipment deployed to datacenters, - ﬁ Overall System Engineering & Architecture

cloud services, and end user/field devices.
+ E Device Configuration and Network Engineerin
m Software Development . . .

. . . ) +-C3 Software Development
- Describes the design and creation of software to be installed

and operate on the servers +-C3 System-Wide Integration Testing (V&V)
m System-wide Integration Testing | Deployment (Planning and Execution)
- Describes the verification and validation of the fully integrated [ Complete System Functional Acceptance

system, typically in a “lab” environment.
® Deployment

- Describes the deployment of hardware and software,
including deployment planning, site surveys, and physical
installation

® Complete System Functional Acceptance
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Configuration Baseline Development

B Three new models which estimate the effort for developing configurations of all IT equipment/capabilities

= Compute Configuration
= Network Configuration
= Field Device Configuration
B White-collar work to create and document scripts for the deployment team that automate the configuration
process during deployment.
= Performed by IT Systems Engineers, Network Engineers, Information Security Analysts, DBAs

- For Compute and Networking, includes configuration of operating systems, virtualization/platform services, network services,
and access controls and establishing performance, security, and system management settings.

= For Field Devices, includes configuring device settings (e.g., performance, power, timing), network connectivity, data
transmission/usage parameters, and integration with enterprise or operational systems.
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Key Drivers for Configuration Baseline Development

B Complexity
- Compute: Software/0S, Networking, Security, Scalability/Performance, and Data.

- Network and Field Devices: Capability’s Inherent Complexity, plus Security/Networking/Data Complexities

B Size: Number of System Architectures

= Unique architectures containing this device for which you must develop configuration settings

= Number of Alternative Configurations (minor modifications to a system architecture) also contributes to size

= Learning curve

B Delivery Model

- Covers full spectrum: physical — hosted — Cloud laaS — Cloud PaaS — Cloud SaaS
- Cloud reduces effort through abstraction and pre-built capabilities

= Capability Configuration (high impact)

= Integration (low impact)

= Security (moderate impact)
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IT Architecture

® Parent model (informed by Configuration Baseline child models) to estimate:
- Requirements Definition and Analysis
- System Design
- System Test Planning
-  Certification Preparation

®m Effort estimated as function of data supplied by child configuration models
(estimated configuration efforts, complexities, etc).

® Other key cost drivers:
- Number of Releases
- Regulatory and Certification Requirements
- Test Environment Setup Complexity

- Development Process
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Systems Validation CO

Product Breakdown Structure

Simple | Detailed

.y ) |
B Activities
B &
- Write Test Cases — design and implement new 1 =-E3  Untitled
system test cases 2 - ®  System Validation Testing
. . o 3 - Write Test C
- Modify Test Cases — Modify existing system test . ’ f’r ;E:SES
. . ;- e gineer
cases for cr;anges In system or testing 5 5@ Modfy Test Casss
requirements b - Test Engineer
- Configuration and Tailoring 7 —-(3  Configuration and Tailoring
. _— a Test Engi
- Run Test Cases — running test cases — recognizing | - FE anesr
. ;- rogrammer
there is usually manual effort 10 SO Fun Tes Cases
- Test Report Analysis — review and analysis of test 11 L Test Engineer
results — evaluate and take necessary actions. 12 =3 Test Report Anaysis
13 2 Test Engineer
14 2 System Engineer
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System Validation — Input Groups

B Testing Size — Test Case Points — calculator similar to UCCP calculator
- Size estimate available as output of IT Architecture model

B System Details — Op Spec, Org Prod, Test Team Assessment
B Releases — Major Release & Project Duration

B Security and Project Details

B Automation Information — Validation Test Automation Factor

B Testing Process Details — Similar to Development Process Details on
Components
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- E Operational Site Activation (Site Survey + Deployment)

Deployment = i | Site Surveys and Deployment Studies for IOCC

B site Suveys forioce

Deployment Studies for Processing & Cyber
® Describes the deployment and installation of hardwar

and SOftware from branches 1 and 2 = i | Site Survey and Deployment Studies for Distributed Devices
Jo,

Deployment Studies for Network

Discovery Site Surveys for Distributed Devices

B Takes into account all of the complexities you'll Generic Deployment Studies for Distributed Devices
encounter deploying the system in the real world B Detailed Exhaustive Site Surveys (on each site)
Detailed Deployment Studies for Distributed Devices
[ | InCIUdeS = i | Physical Installations
ﬁ Control Visit / Go Decision for |OCC
- Site Surveys ¢ Processing & Cyber Deployment
_ Deployment Studies ©] IOCC Network Deployment

Control Visit / Go Decision for Distributed Devices

=

- Physical Installations

Transportation Deployment
Safety and Security Deployment
Emergecy Services Deployment

Environmental Monitoring Deployment

Public Information Deployment
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Deployment - Site Surveys and Deployment Studies

®m Site Surveys - Visits to prepare for deployment of a system on-

site. Occurs before deployment studies. B f_f:@:"\_\

- ldentify any issues that may arise at the time of deployment.

- ldentify any site-specific adaptations that may affect the configuration

® Deployment Studies - Estimates non-recurring design work and
preparation for deployment.
- Technical studies (System diagrams, study interfaces to existing

systems, migration plan, etc.) Includes development of any site-
specific system adaptations.

00 KU &L

- Working Groups (Coordinate deployment team, various end users, v
customer, etc.)

- Installer Tools and Training

- Qualification of the process, resources, deployment skills
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Deployment - Physical Installation

B Deployment work performed onsite
- Identify/Document initial state of site configuration

- Installation and Configuration of equipment for the new system, and
their connections to pre-defined interfaces (network, radio, energy,
etc.). Includes testing in “stand-alone” mode.

- Implementation of operational software and system configurations,
full system testing.

- Acceptance of system in fully operational environment with
client/users.

- Migration of previous configuration data.
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Ongoing/Future Work

B Beta versions of new models expected delivery by end of June 2026.
B Refine new model designs, calibrate model equations with larger datasets

B Ongoing effort to design front-end for ingesting BOM and site/architecture information
- BOM: Site Types (rows) x Deployed Capabilities/Equipment (columns) with quantities
- Determine unique system architectures represented in BOM

Architectures share a common network topology, integration patterns, security boundaries, hosting
model

Suggest default classifications based on similarity of capabilities, with manual overrides.

- Use this data to generate WBS for Configuration Development, Deployment Studies, Physical
Deployment.

B Address O&S phase costs.
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Questions?
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Backup Slides
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Device Configuration — Key Cost Drivers

Servers Network Devices and Field Devices
B Software and Operating System Complexity = Device Type Complexity
= Networking and Connectivity Complexity - Network Device types (Routers, Switches, Firewalls,
B Security Requirements and Processes Complexity etc.)
m Scalability and Performance Optimization - Field Device types (Cameras, Traffic Signal

Controllers, Sensors (Vibration, Air/Water Quality,

Complexity various weather sensors), Radar Equipment, etc.)

® Data Complexity - Guidance provided to select an appropriate

complexity within a range or each type of device,
depending on features/purpose.

® Networking and Connectivity Complexity
® Security Complexity
® Data Complexity
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Legacy System Involvement

® Device Configuration Models can represent new or legacy equipment
- Input “Percent of New Configurations” <100% indicates existing legacy system
- Legacy Integration Complexity

= The equipment may be very difficult to integrate (more effort than a new system), or
one which can be reused and integrated easily (less effort than a new system).

= Indicates how outdated the legacy protocols, data formats, and interfaces are and
how well established the reuse is (i.e. prior successful integrations with modern
systems).

- Legacy Equipment Experience Level

= [Indicates the team’s familiarity and proficiency with this legacy equipment
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B Cloud services can be treated similarly to physical IT devices in your system
diagram and BOM

® Similarities with physical equipment:

®m Differences with physical equipment

Cloud Services

Cloud services also require configuration development and network engineering

Many shared cost drivers: Cloud Service complexity (often analogous to physical
equipment), Security/Data complexity, new vs. reused, legacy integration, team
expertise, test environment, etc

More amenable to large-scale automation

Infrastructure-as-a-Service (laaS) - Resource provisioning is simplified or handled
by the cloud provider.

Platform-as-a-Service (PaaS) - Often lower effort (many infrastructure details are
managed for you), though you still configure parameters and integrations

Software-as-a-Service (SaaS) - Often minimal configuration (user setup, access
control, basic customizations), but can still require significant effort for data

migration and custom integrations.
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Software Development Branch

= ,_:] Integrated Operatons and Control Canter (I0CC)

. . . - Iz Project Management
B Describes the design and creation of software to be -

= ﬁ System Engineering and Configuration

installed on the servers S @ Applcations SW)
M This software is used to implement the business logic el s
. o DB Access and Control
of the system, manage the connections between the 5 Ve
control room and any field devices as well as to process, = cow
store and display incoming data. It also functions to B Network Integration
protect the system from cyber-attacks and other external B VWob gt
» Data Analytics (Al - Big Data)
threats. cis :
- '@ Cybersacurity
B Includes Applications and Cybersecurity branches. @  Intemalinfo Leak Prevention
Y Big Data Security
a ATP Response System
jl AuthenticationUser Access
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- ._j System-Wide Integration Testing (V&V)

System-Wide Integration Testing =B vvaManagement (with EAL)
- @ vwasystéme
B This branch of the WBS describes the verification and e S

4| Test Use Cases

validation of the hardware and software outlined in -
- Safaty and Security
branches 1 and 2.

) Test Use Cases

B Test cases are run to detect and prevent issues from - W@  Emergency Services

arising during deployment that may cause delays. )  TestUse Cases
= 'ﬁ Emvironmental Monitoring

B Efforts sized using Use Case Conversion Points (UCCPs) R

ﬁ Public Info Displays

&) Test Use Cases

= iﬁ Cybersecurity

&l Test Use Cases
- @ 1occ

4| Test Use Cases
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Smart City Use Case

B The term ‘Smart City’ describes a technologically modern urban area that collects and leverages data to better
manage its resources and services.

® May include the monitoring and management of traffic and transportation systems, utilities, water supply
networks, emergency services, information systems, community services, etc.

B Generates, processes, and distributes enormous quantities of data.

® Enabled by an information and communication technology infrastructure that satisfies the following:
- Automated and Simplified Network Management
- Automatic security threat isolation and remediation
- Internet of Things (loT) enabled

- Robust and scalable

B Same estimating approaches applicable to many kinds of electronic system development and deployment
projects

] |
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Deployment Studies - Size Drivers unison

B “Size” based on 4 drivers

Number of System Architectures

Number of system architecture diagrams, describing the hardware and/or software components and how they integrate with each
other.

Number of Alternative Configurations

Minor adaptations of the system architecture.

Max Number of Equipment Types

Unique equipment types defined in System Architecture diagram

Number of External Interfaces

Power, networking, satellite datalink, sensors, etc.
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Deployment Studies — Complexity Drivers unison

®m Operating Specification
- Ground-Stationary, Ground-Mobile, Ship, Aircraft, etc.
B SW and System Configuration

- Use provided installation guide? Adapt the installation guide? Create new?

® Cabling/Mechanical

- Simple cabling/wiring requirements? Complex? Lots of site-specific adaptations required?

m Systems
- SWI/IT, Command and Control, Weapon System, Optronic/Radar, Complex Multi-Equipment

B Communication Technology
- LAN, WAN, WiFi, Bluetooth, Radio, Complex Mix

B Processing/Analysis/Computation Equipment
- SWIIT only, PC/HD, Servers

m Software
- Simple COTS? Complex COTS? Simple New Dev? Complex New Dev?

B Power Distribution

- Power provided on-site, ready to go? Write start/stop procedures? Site-specific adaptations?
® Foreign Language Complications
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Site Survey and Deployment — Cost Drivers unison

B “Size” based on
- Number of System Deployments
- Percentage of Sites Surveyed
- End User Workspaces per Site
B “Complexity” score based on 13 different areas of complexity
- Many of the same from Deployment Studies, plus:
- Number of Deployment Site Locations
- Country Access Complexity
- Danger Level
- Installation Environment
Indoor/Outdoor, Install in Building/Vehicle/Ship/Aircraft
Quantity/Weight of Equipment
- End User Workspace Complexity
- Migration Complexity
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