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Abstract:
Quantum computing for real time defense scheduling and simulations can be broken down 
into three main technological categories: sensing, communication, and computing. With the 
ability of this technology to deliver advanced weapon systems, faster simulations, and 
communication, it can execute real-time threat prediction within a major cybersecurity 
threat landscape. Many experts argue that quantum techniques will be required to solve 
defense problems at larger scales. Quantum applications range from homeland security 
responses to defense and space programs to logistics. This wide range of applications calls 
for a diversified utilization of schedule best practice procedures to properly deliver dynamic 
models. This paper will discuss how to utilize real-time schedule situations, logistics, 
management, and programs to better support the defense industry.
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Introduction

Part 1 Part 2 Part 3 Part 4 Part 5
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Setting the World Stage

 Quantum computing 
has not reached full 
maturity
 Increases geopolitical 

sensitivity
 Major world players
 China

 United Kingdom

 United States

 Germany

Source: https://www.idtechex.com/en/research-article/the-smallest-scale-operations-with-quantum-technologies/33646
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Classical Computers vs. Quantum Computers
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Classical Computers vs. Quantum Computers

Data

Process

Store

Return VS.

Data

Process

Store

Return
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Future solutions will be comprised of integrated systems

Classical Computers Quantum Computers

Bits Qubits

Binary: 0 or 1 (definite state) 0, 1, or 0 and 1 simultaneously (superposition)

Deterministic operations and outputs Probabilistic operations and outputs

Best for majority of computation tasks (operating 
systems, ML Algorithms, managing databases, digital 

infrastructure, etc.)

Best for highly specialized problems (quantum 
simulation, optimization, unstructured search, etc.) 

Readily accessible technology High cost, high error rates, extreme operating conditions 
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Benefits and Security Concerns 
of Quantum Computing

Part 1 Part 2 Part 3 Part 4 Part 5
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Benefits in the Defense Industry

Cryptographic Systems

Quantum Key Distribution

Sensing and Radar

Logistic Networks

Models & Simulations
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 Internet of Things (IoT)
 820,000 IoT attacks per day

 Digital Signature Authenticity and Integrity
 Private keys and signatures can appear legitimate but are in fact forged

 “Harvest Now, Decrypt Later”
 Intercepting encrypted data today and storing it for future decryption

 Communication Cryptosystems
 QC can dismantle these secure communication networks

 Critical Infrastructure
 Systems, assets, and networks vital to the U.S.

Security Concerns
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Schedule Techniques

Part 1 Part 2 Part 3 Part 4 Part 5
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GAO 10 Best Practices For Scheduling

Sequencing Activities

Assigning Resources

Establishing Duration

Ensuring Traceability

Validating the Critical Path

Managing Float

Conducting Risk Analysis

Updating the Schedule

Maintaining a Baseline Schedule

Capturing All Activities
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Traditional Scheduling

Initiation

Planning

Execution

Monitoring

Deployment

 A linear, sequential approach where detailed 
upfront planning, clear documentation, and 
change controls are strictly tracked
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 Iterative approach to project 
planning that emphasizes 
adaptability and collaboration
 Allows for adjustments throughout 

a project’s lifecycle based on 
evolving requirements or feedback

Agile Scheduling

Testing

Feedback

Planning

Design

Deploy

Analyzing
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 Is an iterative management technique for projects where 
detailed planning is done for the near term, while future 
tasking is outlined at a higher level

Rolling Wave Planning
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17

 A strategic decision-making tool
 Models distinct outcomes to evaluate impacts of cost, schedule, or technical changes

 Scenarios can model changes to approach or risk events
 Can model individual risk impact or combined risk impact

 Potential scenarios for quantum computing
 Operationally relevant within the program’s lifecycle or not

 Iteration of the RMF ATO cycle

What-If Analysis
Presented at the ICEAA 2026 Professional Development & Training Workshop - www.iceaaonline.com/nfk2026
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Risk Management Framework Process

 Cyclical Process
 Increased emphasis on 

cATOs

 Updates to 
authorization process
 Questions address 

quantum abilities
 “Crypto-agile” focus
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Applications of 
Quantum Computing

Part 1 Part 2 Part 3 Part 4 Part 5
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 RoQS Program seeks to develop quantum sensors that will be 
resistant to environmental disruptions with the ultimate goal 
of the program to integrate sensors into DoW PoR platforms

Robust Quantum Sensors Program

Outline
Phase 1

Phase 2

“Walk-On/Walk-
Off” Sensor

Integration into 
Platforms
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Schedule Technique: Robust Quantum Sensors 
Program 

Initiation

Planning

Execution

Monitor/Close
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Notional IMS

ID Unique ID Task Name Fiscal Year Predecessors Successors

1 1 Example of Robust Quantum Sensors Program High Level Planning IMS
2 2    Phase 1 
3 5       Requirements FY24 4
4 19       Development FY24-FY26 3 5
5 6       Initial Quantum Sensor Prototypes FY26 4 6
6 7       Environmental testing (Temperature, Vibration, EM Interference) FY26 5 7
7 8       Refine Sensor Prototypes FY26-FY27 6 8
8 9       Controlled Testing with "Walk-On/Walk-Off" Sensor FY27 7 9
9 10       Completion of Functional Quantum "Walk-On/Walk-Off" Sensor FY27 8 11

10 3    Phase 2
11 18       Requirements FY27-FY28 9 12
12 17       Integrate Quantum Sensors into Test DoD Platforms FY28 11 13
13 16       Algorithm Development FY29 12 14
14 15       Field Trails of Multi-Environments FY29-FY30 13 15
15 14       Real-world Data Collection FY30 14 16
16 13       Data Collection Analysis FY30-FY31 15 17
17 12       Optimization of Quantum Sensors FY31 16 18
18 11       Mission-Critical Use Acceptance FY31 17 20
19 4    Phase 3
20 20       Requirements FY32 18 21
21 21       Finalize Production-Ready Designs FY32 20 22
22 22       DoD Platform Integrations FY32-FY33 21 23
23 23       Deployment of Operational Platforms FY33 22 24
24 24       Continuous Monitoring and iterations to Quantum Algorithms FY33 23

DISCLAIMER: This IMS is a notional, concept-only artifact. Tasking, durations, sequencing, and milestones are intentionally fictitious and do 
not represent actual plans, commitments, or executable timelines. This information is provided solely to illustrate a conceptual approach and 

must not be used for planning, execution, reporting, or decision-making.
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 CNSA 2.0 is an update to the current CNSA 1.0 that will be a 
quantum-resistant algorithm to protect our National Security 
Systems (NSS) 

Commercial Algorithm Suite 2.0

Step 1

Step 2
Step 3

Step 4
Step 5

1. Protection of files

2. All new equipment meet req.

3. All categories using CNSA 2.0

4. Removal of legacy algorithms

5. Waiver & plan developed for 
legacy equipment
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Utilizing rolling wave planning to define planning horizons
 5 Step Process: Initial Planning, Develop WBS, Define Planning 

Horizons, Iterative Planning, Monitor & Adjust

Schedule Technique: Commercial Algorithm Suite 2.0
Presented at the ICEAA 2026 Professional Development & Training Workshop - www.iceaaonline.com/nfk2026
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QuANET seeks to create a networking system that utilizes 
quantum computers as a foundation to mitigate cybersecurity 
risks

Quantum-Augmented Network Program

Existing 
Network 

Infrastructure

Quantum 
Network 

Infrastructure
QuANET
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Schedule Technique: Quantum-Augmented Network 
Program – What-If Scenarios
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Schedule Technique: Quantum-Augmented Network 
Program – The RMF Cycle

RMF Step Traditional Application Adjustment for QuANET

Prepare Establishes context, roles, priorities, and risk tolerance across organizational 
and mission levels.

Should account for the maturity of quantum algorithms and hardware, 
dependencies on specialized vendors, and the coexistence of quantum & 

classical security mechanisms.

Categorize Evaluates the information handled by the system and the potential impact of 
loss of confidentiality, integrity, or availability.

Allow time to assess how the integrated quantum infrastructure changes 
mission impact levels, especially for critical infrastructure use cases tied to 

national security.

Select Security controls are chosen and tailored based on the system’s risk posture.
Additional time should be allocated for tailoring controls that lack established 
guidance such as cryptographic agility, hybrid key management, and secure 

integration of quantum hardware.

Implement Deploying the selected controls & documenting how they function within the 
system environment. 

Documentation should capture not only control functionality but also 
assumptions about quantum channel performance and environmental 

constraints. Deployment may not be a single event, but rather iterative as new 
information is understood. 

Assess Verify that controls are correctly implemented and operating as intended. 
Scheduling of tasks is more iterative and may require coordination with 

specialized test teams and extended assessment windows, potentially taking 
on an agile structure.

Authorize Determines whether the system’s residual risk is acceptable for operation.
Scheduling should include additional review cycles, risk acceptance 
discussions, and potentially conditional authorizations tied to limited 

operational use or continuous monitoring.

Monitor Ensures that security controls remain effective over time as threats, 
technology, and operational conditions change.

Scheduling should be more cyclical with recurring reassessments, frequent 
configuration reviews, & rapid feedback loops that re-enter earlier RMF steps. 

Will be more dynamic than traditional systems.

Presented at the ICEAA 2026 Professional Development & Training Workshop - www.iceaaonline.com/nfk2026



28

Conclusion

Part 1 Part 2 Part 3 Part 4 Part 5
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Conclusion

RoQS Traditional Interdependencies Crypto-Agile 

CNSA 
2.0

Rolling Wave 
Planning

QuANET What-If RMF Process
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Key Takeaways

Not One Size Fits All

 Quantum computing no longer remains theoretical

 Dynamic schedule models

 Flexible techniques required to accurately model quantum technologies
 Risk and uncertainty must be considered
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Questions?

cmccarthy@augurconsulting.com

gmagasic@augurconsulting.com
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Acronym/Abbreviation Meaning
C2 Systems Command and Control Systems 

cATO Continuous Authorization to Operate
CHIPS Creating Helpful Incentives to Produce Semiconductors
CISA Cybersecurity and Infrastructure Security Agency
CNSA Commercial National Security Algorithm

DARPA Defense Advanced Research Projects Agency
DoD Department of Defense (War)
GAO Government Accountability Office
GBSD Ground Based Strategic Deterrence
IATT Interim Authorization to Test
IMS Integrated Master Schedule
IoT Internet of Things

NIST National Institute of Standards and Technology
NSA National Security Agency
NSS National Security Systems
PM Project Manager

PQC Post Quantum Cryptography
PRS Program Roadmap Schedule
QKD Quantum Key Distribution
R&D Research and Development
RMF Risk Management Framework
WBS Work Breakdown Structure

Presented at the ICEAA 2026 Professional Development & Training Workshop - www.iceaaonline.com/nfk2026



Quantum computing for real time defense scheduling and simulations can be broken 
down into three main technological categories: sensing, communication, and 
computing. With the ability of this technology to deliver advanced weapon systems, 
faster simulations, and communication, it can execute real-time threat prediction 
within a major cybersecurity threat landscape. Many experts argue that quantum 
techniques will be required to solve defense problems at larger scales. Quantum 
applications range from homeland security responses to defense and space programs 
to logistics. This wide range of applications calls for a diversified utilization of 
schedule best practice procedures to properly deliver dynamic models. This paper 
will discuss how to utilize real-time schedule situations, logistics, management, and 
programs to better support the defense industry.

Abstract
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