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Executive Summary:

Every day is another step closer to quantum computing becoming a reality. While this technology
does not currently exist on a larger scale, the continued development poses significant
implications for cybersecurity. The cybersecurity landscape needs to adapt to address new and
emerging threats that quantum computing introduces. This paper discusses quantum computing
and scheduling best practices and reviews current programs that are beginning to consider the
future quantum environment. It will demonstrate how sound schedule practices can be applied to
more accurately model program execution.

Classical computer encryption algorithms are expected to be vulnerable to advanced quantum
computer decryption. Without the implementation of quantum-resistant algorithms, sensitive data
remains unprotected which raises national security concerns. The risk is amplified by the
“harvest now, decrypt later” approach hackers have taken in gathering gross amounts of data
with the idea that they will be able to access it once quantum computing matures. As a result, the
lifecycle of information security records, current cybersecurity processes, and existing
infrastructure must be evaluated in the context of long-term risk.

The three programs discussed reflect early efforts to address the changing environment. The
Robust Quantum Sensors (RoQS) program intends to leverage quantum technology to increase
the ability for Department of Defense (DoD) platforms to detect stealth aircraft and advanced
weapon systems. The Quantum-Augmented Network (QUANET) Program aims to develop
quantum algorithms that can be integrated with classical network algorithms to strengthen DoD
cybersecurity infrastructure. The Commercial Algorithm Suite 2.0 (CNSA 2.0) is a National
Security Agency (NSA) mandated migration towards quantum-resistant cryptographic algorithms
across software-and firmware-signing, networking equipment, operating systems, web browsers,
cloud services, custom equipment and legacy systems. Together these efforts demonstrate how
quantum considerations are already influencing strategic planning and acquisition.

Well-formed schedules will follow the Government Accountability Office (GAO) best practices.
This may be implemented in different methods such as waterfall, agile, or a hybrid approach, but
the core components of an effective schedule will model the full scope of the program, establish
logical relationships between activities, identify critical paths, and adapt to change as the
program evolves. Quantum computing introduces an increased level of risk and uncertainty,
which may require additional schedule management tools to capture program execution
accurately. The traditional risk management framework may need to adapt, and rolling wave
planning or schedule risk assessments may hold more value in estimating long-term execution.
There are significant benefits and threats that arise with the availability of quantum computers.
While steps are being taken to prepare for the post-quantum environment, there is inherent
uncertainty surrounding technological timelines that demand dynamic schedule applications.
Proactive and adaptable schedule management will be essential in successful program execution
in the quantum computing era.
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1. Introduction to Quantum Computing:

Since the 1970s, quantum computing theoretical ideas have made consistent measurable progress
that has helped in the creation of Al and machine learning systems. Falling within the domain of
theoretical physics, early researchers have explored the mathematical foundations of quantum
theory and have delved into the behavior of quantum states and the concept of quantum
superposition.! Quantum algorithms were first proposed in the mid-1990s after David Deutsch
made significant contributions towards quantum supremacy, which refers to the quantum
computer’s capability of solving problems that classical computers cannot. David Deutsch’s
work in quantum theory and quantum mechanics was instrumental in enhancing exponential
speedups in solving computational tasks known as quantum algorithms.? This emerging field, at
the intersection of computer science and engineering, can harness qualities of quantum
mechanics to solve problems that are beyond the ability of current classical computers.

Quantum computing, which is made up of quantum mechanics, can be broken down into two
main principles: superposition and entanglement. To understand what quantum computing is, one
must understand the superposition and entanglement concepts. These concepts will first be
identified by their scientific definitions, then explained by the famous physicist Erwin
Schrédinger and his Schrodinger’s cat thought experiment. Superposition represents the concept
that atoms can act as though they have two or more definite amounts of energy at once. In terms
of quantum superposition, a particle starts out in an energy state 0 and energy state 1. Only when
the particle is measured will it instantaneously and randomly “collapse” to either be fully in state
1 or state 0.% In terms of Schrddinger’s cat metaphor, imagine a sealed box that contains a cat and
a poison trap that can be triggered by the decay of a radioactive atom. The decay of an atom is
uncertain, at any given time; therefore, the cat is in a state of superposition of being dead and
alive. We only definitively know whether the cat is dead or alive when someone opens the box
and measures the cat. This metaphor represents the principle of superposition; see Figure 1.
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Figure 1: Schrodinger s Cat metaphor visual for superposition. Created By Claudia McCarthy

1

Building upon superposition, multiple atoms can be entangled with each other to share a
quantum state. Now, imagine there are several cats in the box. These multiple cats are
“entangled” in a superposition of all being dead or all being alive. When the box is opened, the
state of not just one cat, but all cats in the box immediately collapses and can be found to be all
fully alive or all fully dead; see Figure 2. It is important to note that as NIST physicist Andrew
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Wilson states, “Entanglement means you 've got at least two things that are always connected;

they have no independent existence”.
1 2 Or ’

Figure 2: Schrédinger s Cat metaphor visual for entanglement. Created By Claudia McCarthy

Making the intuitive jump from quantum physics to quantum computers requires understanding
the difference between classical computers and quantum computers. At a fundamental level, a
computer is any device that can take in data, process it, store it, and return it. Computers encode
and process information using “bits” or binary digits that represent information. These 1s and Os
could represent text, or graphics, and are most of what we interact with on a day-to-day basis on
classical computers. Bits are not just a mathematical concept but are physical objects that can be
manipulated into one or two distinct states. Bits are very stable and are able to encode
information for a long time, but they are limited to a state of 0 or 1. Quantum computers also
have the ability for information processing and memory, output and input, but instead of utilizing
regular bits, quantum computers use quantum bits or qubits.>

Qubits are like Schrodinger’s cat; they can be put into superpositions of multiple states.
Therefore, qubits can be in state 0 and state 1, or a mix of the two, with quantum states of
individual qubits having the ability to interact with each other. These capabilities allow quantum
computers to harness the exponential computing power of qubits. For example, a two-qubit
quantum computer can represent a 22 = 4 states, while a three-qubit can represent 2”3 = 8.

Quantum computing within the defense industry has not reached full maturity; however, it does
hold significant implications in the near future for military sensing, encryption, and
communications. As quantum technology advances, it increases geopolitical sensitivity to
encryption networks, forcing major world players like China and the United States to develop
national quantum strategies. As of 2022, President Biden signed the CHIPS and Science Act
which authorized new investments into core quantum research programs. The United States
military also announced during that time $3 billion towards federal quantum projects. China
committed to more than $15 billion to quantum computing over the next five years, and
Germany allocated $3 billion as of May 2023 towards developing quantum technologies.* This
investment towards quantum computers and their capabilities within the defense industry is only
the beginning. This paper will discuss how to utilize real-time schedule situations, logistics,
management, and programs to better support the defense industry.
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2. Benefits of Quantum Computing:

This revolutionary technology of quantum computing that is transforming entire industries
within the public and private sectors of the United States and foreign nation states has many
benefits. These advantages that range from high-speed processing to better cryptography not only
affect private industries, but also the defense industry. First, we must understand the capabilities
of quantum computers before analyzing their applications in a defense industry setting.

Quantum computers can solve problems at a much faster rate than classical or traditional
computers. Using the principles of quantum mechanics that were discussed in the previous
section, quantum computers can process multiple pieces of information at the same time and
perform rapid calculations at unprecedented speeds. With the utilization of qubits, quantum
computers can process and hold large amounts of data simultaneously, unlike classical
computers. Essentially, quantum computers create more compact storage systems allowing for
much faster data retrieval when compared to traditional systems.> This ability to handle large
data sets is ideal for tasks such as machine learning or advanced data analysis. Quantum
computers are able to manage advanced mathematical calculations through the use of quantum
algorithms to quickly find the best solutions at an accelerated speed.

Quantum computers are revolutionizing the defense industry in terms of technology. Possibly the
most widely discussed application within the defense industry is quantum computer’s potential to
break traditional cryptographic systems. Cryptographic systems are mechanisms that use
encryption techniques to ensure privacy and security in different applications.® The
implementation of a quantum algorithm on a large-scale quantum computer could enable the
military to compromise command and control (C2) systems and conduct offensive cyber
operations.

On the opposite side of the encryption spectrum, quantum computers enable quantum key
distribution (QKD). QKD offers almost unbreakable encryption by detecting any interception
attempts. Countries have already been testing quantum communication satellites. For example,
China used the satellite “Micius” to create secure channels between ground stations. This
technology could be used for satellite command systems, secure battlefield communications, or
nuclear command and control.’

Current military operations involve managing a vast and complex logistics network that includes
everything from troop deployment strategies to supply line logistics. Quantum computers can
rapidly solve these problems with thousands of variables by making real-time adjustments to
enhance efficiency, minimize vulnerabilities during operations, and even reduce overall costs.

Quantum computers also have the ability to enhance sensing and radar systems. This makes them
particularly attractive in scenarios that involve anti-stealth warfare or early threat detection.
Quantum sensing could offer more precision for detecting stealth aircraft, submarines, or
encrypted enemy signals.
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Currently, simulating weather conditions, battlefield environments, or even nuclear reactions
requires immense computational power. Quantum computers have the ability to model
atmospheric and molecular systems with unseen accuracy. This allows for the development of
possible new materials, such as heat-resistant alloys, and the preparation of virtual war games
with realistic outcomes based on live data.

The benefits of quantum computers are still being discovered and analyzed as this technology
continues to develop and be implemented. Technological advancements, continued investments,
and research into quantum computing have brought to light some cybersecurity concerns as well
as technical limitations. As quantum computing becomes a major focus within the defense
industry, are industry leaders ready for the security implications quantum computers may have
on our communications, networks, and cybersecurity directives?

3. Security Concerns:

The threat to cybersecurity is not due to quantum computing hacking differently, but rather
because this new generation of computers can rewrite the mathematics that modern encryption
depends on. Quantum computers change how the information is being processed. They can
explore multiple solutions at the same time which creates a need for quantum-resistant
algorithms.

National Institute of Standards and Technology (NIST) and Cybersecurity and Infrastructure
Security Agency (CISA) have conducted research into understanding the implications of
quantum computers for network communications. Most of the world’s secure communications
depend on asymmetric cryptography. These current algorithms rely on mathematical problems
that are intentionally hard to solve, factoring into the equation very large numbers or finding
discrete logarithms. These communication cryptosystems are secure due to the inability of
classical computers to solve the equations. In other words, it would take classical computers
billions of years to solve these algorithms. Quantum computers change the math. Quantum
algorithms are able to factor these large numbers exponentially faster and in turn, quantum
computers have the ability to dismantle these secure communication networks. As NIST, Post
Quantum Cryptography, and the Quantum Future of Cybersecurity, Yi-Kai Liu and Dustin
Moody have stated “The Internet relies heavily on both public-key encryption schemes and
digital signatures to ensure the confidentiality and authenticity of digital communications.
However, many of these widely used cryptosystems could be broken by quantum algorithms,
running on large-scale fault-tolerant quantum computers.”’
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Figure 3: Shows the main types of cybersecurity risks associated with quantum computers’

These security risks span from everything to encryption and authentication to national security. A
foundational risk that has been discussed is breaking public-key encryptions. Once public keys
that protect encrypted traffic, digital signatures, and authentication mechanisms are exposed,
there is no current fail-safe to ensure this information is secured.

Some experts have argued that quantum computers and the algorithm technology that is attached
to these computers are still being developed and therefore do not pose a significant security
threat. However, attackers are attacking the cyber realm, with the intent of decrypting stored data
later also known as “harvest now, decrypt later”. Hackers are intercepting encrypted data traffic
today and are storing it for future decryption. Intelligence agencies are warning the defense
community that this type of threat changes how data lifespans must be managed. This is
especially important for information that needs to remain confidential for decades, such as
defense records.

Digital signatures confirm authenticity and integrity, but if quantum computers can derive private
keys, forged signatures can appear legitimate. This compromise of digital signatures and identity
verification would allow malicious actors to impersonate trusted software vendors or users
without detection. With cyber-attacks already increasing, due to advancing technology and paid
nation state actors, zero-day exploits are particularly dangerous. Due to the notion that these
types of attacks bypass traditional security measures such as firewalls or antivirus software, the
addition of quantum computers poses a significant threat to national security.

The Internet of Things (IoT) devices often have encryption designed for efficiency, not cyber-
attack resistance or quantum resistance. Therefore, unlike standard enterprise networks, IoT
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devices lack update mechanisms. This means that even if there is an awareness of vulnerability, a
patch to fix this issue is not guaranteed, allowing for further quantum exploitation. On average,
there are 820,000 IoT attacks per day.® With the introduction of quantum computers, these
numbers could double, causing more strain on an already stressed threat landscape environment.

This increasing threat to the current cyber landscape environment brings into evaluation the
present and future dangers surrounding our nation’s critical infrastructure. Critical infrastructure
is systems, assets, and networks whether virtual or physical that are considered vital to the
United States, where their incapacitation or destruction would cause a debilitating effect on our
national economic security, national security, national public health or safety, or a combination
thereof.” Cyber-attacks occur daily that target our critical infrastructure, but quantum attacks
could further jeopardize essential sectors like healthcare, energy, and the defense industry.
Current day cyberattacks are being managed, but the increased capabilities of quantum
computing could dramatically increase the success rate and damage of these attacks.

With such a wide range of security concerns and limitations of quantum computers, this raises
questions about the implications they will and do have within the defense industry and how to
tackle these obstacles is paramount to supporting the industry. With experts from NIST and CISA
calling for action to address these issues utilizing quantum computers in real programs and
simulations. This becomes an interdependent situation that will require multiple different facets
to properly address this complex technology.

4. Quantum Computing in the Defense Industry:

As quantum computing matures, the defense industry has started to consider the impacts on
existing and future technologies. Research funded and guided by the U.S. Army Combat
Capabilities Development Command has led to two Nobel Prizes for research advancing
quantum technology in 2025.'° The research studies focused on improving battlefield
intelligence and navigation and strengthening military communications as well as protecting
Soldiers from possible chemical threats. This highlights the impact of quantum technology on the
defense industry and the strategic importance of investing in quantum science.

4. 1. Robust Quantum Sensors Program

A major real-world example of the use of quantum computing within the defense industry is
quantum sensing. As previously stated, quantum sensing could offer increased precision in
detecting stealth aircraft, submarines, or even encrypted enemy signals. This technology can
detect atomic-scale interactions in gravity, light, and magnetism, which could degrade the ability
of stealth platforms to operate in contested environments. Currently, researchers within the
Defense Advanced Research Projects Agency (DARPA) are making breakthroughs with this
technology but are facing challenges due to the lack of clear national strategy or unifying
vision.!! Currently, to address this barrier along with the issues with the electromagnetic
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interferences and other environmental disturbances, DARPA launched the Robust Quantum
Sensors (RoQS) program. The RoQS program seeks to develop quantum sensors that will be
resistant to environmental disruptions with the ultimate goal of the program to integrate these
sensors into the Department of War (Defense) platforms.!? As already explored, quantum sensors
have shown exceptional capabilities in controlled settings but face diminished capabilities in
dynamic environments due to interference.!? Recently, in late August of 2025, the Robust
Quantum Sensors program invited government collaboration to bring quantum precision to
tactical platforms in its Phase 1 which represented making quantum sensing viable beyond the
lab.'* The first phase of the program has two technical areas working in parallel. The first is
sensor development. This performance team is building “walk-on/walk-off” quantum sensors and
testing them with helicopters provided by the government. Due to the nature of the helicopter
environment, it allows the developers to address the inherent challenges surrounding vibrations,
gradients, and electromagnetic fields. The second part of Phase 1 is working on platform
integration studies. Working directly with the defense industry, the RoQS Program will identify
specific PoRs or Program of Records where quantum sensors could provide strategic value.!'*
With the next phase of the program focusing on looking beyond helicopters and integration into
actual DoD platforms, the utilization of schedule best practices and simulations will be
paramount for the development of this technology to meet industry standards.

4.2. Quantum-Augmented Network Program

Focusing on the networking infrastructure, DARPA seeks to utilize quantum computers to help
mitigate vulnerabilities and protect data through quantum technologies. With the creation of the
Quantum-Augmented Network program or QUANET, the program seeks to create a networking
system that utilizes quantum computers as a foundation to mitigate cybersecurity risks. This
program is specifically addressing the cybersecurity risks our critical infrastructure faces. The
researchers within this program are looking at combining quantum networking infrastructures,
both protocols and hardware, with the existing network infrastructure architecture to create
security capabilities that focus on our national security of our critical infrastructure.' This
quantum network would offer secure, private, and resilient high-speed information exchange that
would also be resistant to cyber-attacks from quantum algorithms. Ten months into the program
QuANET sponsored a cross-team hackathon and was able to demonstrate the first functioning
quantum-augmented network.'® This hackathon utilized both quantum and classical links, where
messages were transmitted across an entire network without interruption. This breakthrough in
the program shows the implications that quantum-augmented networks will have for DoD
programs. The next phase of the program is to feature a demo of quantum-classical architecture
in an operational setting with fielded fiber optics operating across multiple networks. This ability
to enhance security and privacy within a network by making it harder to tamper with or intercept
the data without detection induces contemplation surrounding how programs with such a cyber
and network type focus go about providing reliable scheduling techniques.
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4.3. Commercial Algorithm Suite 2.0

Quantum Computers, as previously stated, are capable of cracking our current cryptography
infrastructure and leaving the United States critical infrastructure vulnerable to attacks. To
combat this increasing risk, the National Security Agency (NSA) announced an update to the
current Commercial National Security Algorithm Suite 1.0. The Commercial National Security
Algorithm Suite 2.0 or CNSA 2.0 aims to deploy quantum-resistant algorithms to protect our
National Security Systems (NSS).!” The NSA has advised that the CNSA 2.0 will be the new
requirement for both unclassified and classified NSS, including public cryptographic algorithms.
This updated algorithm is specifically intended for software- and firmware-signing in addition to
general-purpose algorithms.!'® Built on a “defense-in-depth” strategy, these core algorithms rely
on hashes and lattices, utilizing different mathematical foundations for different tasks to be
quantum resistant. The NSA has mandated this migration to CNSA 2.0 and recommends
inventory, and prioritization of moving high-value assets to the front of the queue for this
transition. Currently, there is a two-step timeline set by the NSA for support and prefer use of
CNSA 2.0 and when each category must exclusively be utilizing CNSA 2.0. These categories
include software- and firmware-signing, networking equipment, operating systems, web
browsers, cloud services, custom equipment and legacy systems.'® In addition to the provided
timeline for these updates to occur, the NSA has developed and provided a general method for
transitioning to this new algorithm for different users. This five-step process starts with
protection profiles being released that will specify the products that the new algorithm will
support in accordance with NIST. Secondly, all new equipment that is utilized must meet the
protection profile requirements immediately, with older equipment following the need by dates
provided by the NSA for each category. The third step will start to have the categories utilizing
CNSA 2.0 algorithms once the preferred configuration options are validated and tested solutions
are available. The fourth step represents the removal of the legacy algorithms support of the
“old” CNSA 1.0 algorithm with the complete installation of CNSA 2.0. The last step of the high-
level timeline is for the categories where they have software or legacy equipment that is not
refreshed regularly to obtain a waiver and develop and outline a plan for how it will be brought
into compliance.!” This high-level project plan to bring National Security Systems and related
assets to compliance with the transition to the quantum-resistant Commercial Security Algorithm
Suite 2.0 shows the importance of rolling wave planning that utilizes planning out large
deliverables. Each individual step will be broken down further into more in-depth tasking once a
system reaches the next required step outlined by the NSA.

10
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5. Best Practices of Scheduling and Simulations

Effective scheduling is crucial for programs to maximize productivity and ensure that goals and
priorities are being accomplished as planned. Ten key facets are vital in ensuring best practices
for the Government Accountability Office (GAO). These ten key best practices are defined by
GAO scheduling are outlined below in Figure 4.

Sequencing Activities

Assigning Resources

Establishing Duration

Ensuring Traceability

Validating the Critical Path

Managing Float

Conducting Risk Analysis

Updating the Schedule

Maintaining a Baseline Schedule

A A A () A (W (X € ¢ €9

Capturing All Activities

Figure 4. List of 10 key best practices outline by GAO"

Understanding the basics of scheduling is pivotal for determining the type of scheduling
techniques to use in support of current quantum computer programs. Current quantum computer
programs in development, as discussed in the section titled ‘Quantum Computing in the Defense
Industry,” will show a wide range of scheduling practices required to ensure program success.

Traditional project scheduling is a linear, sequential approach where detailed upfront planning,
clear documentation, and change controls are strictly tracked. There are five main phases of a
traditional project. The first phase, initiation, involves defining the project goals, objectives, and
scope. Second is planning. This is where the schedule team develops a detailed project plan that
includes timelines, resources, and budget. The third phase, execution, involves implementing the

11
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project plan and carrying out the necessary tasks. The fourth phase is monitoring, and the fifth
phase is closing or deployment. These last two phases represent the point in a program where the

project team is tracking progress, managing risks, and making any necessary adjustments to
fiation ensure the completion of the project. Traditional project management is often referred to as

the waterfall method due to its sequential flow of tasking as seen in Figure 5. The
—'>| Planning I waterfall method is beneficial for projects that have a well-defined requirements and
- end state, where the prioritization is in upfront planning, forcing commitment.
The one major downside to traditional scheduling is that this method is
Exccution usually slower to respond to any risks or changes.
)I Monitoring |
Figure 5: Shows Waterfall Method. Created by Claudia McCarthy

Agile scheduling is a more flexible, iterative approach to project planning that emphasizes
adaptability and collaboration. This method focuses on delivering value incrementally rather than
adhering to a more traditional project schedule approach. With the software development
industry on the rise in the 20" century, agile scheduling has filled the gap to the limitations of

traditional project management. The main characteristics of agile scheduling to note are its
iterative development process, where the project is broken down into smaller, more manageable
iterations often called sprints. These sprints focus on delivering a specific set of functionalities or
set of features. Unlike traditional project management, agile scheduling

allows for adjustments throughout a Deploy
project’s lifecycle based on evolving Testing

requirements and feedback from the

customer. Another key distinction is that / \

agile scheduling allows for a more

flexible scope in a project. See Figure 6 Design Feedback
for the agile scheduling process.

Planning
1

Figure 6: Shows Agile Method. Created by Claudia McCarthy Analyzing

12
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A similar approach to agile scheduling is rolling wave planning. Rolling wave planning is an
iterative management technique for projects where detailed planning is done for the near term,
while future tasking is outlined at a higher level. See Figure 7. This scheduling approach is
specifically beneficial for programs where the whole picture is not clear when planning the
project. This does not mean that the project starts without a plan. A work breakdown structure or
WBS is created with work packages and deliverables that are within the project scope, but unlike
a traditional scheduling management process, the WBS is only filled with the projects manager’s
current knowledge of tasking and objectives. As details become clearer, the project plan evolves.
Due to the nature of how rolling wave planning operates, a large benefit to this type of
scheduling practice is the ability to pivot as needed if any risks become issues. This allows room
to adjust and address any issues and resolve them before they become problems. While rolling
wave planning is common in software development projects due to their structure, other projects
and industries can also benefit

from this iterative approach.
Specifically looking at research R"H"”g Wave Planning

and development (R&D) programs, ]| ¢

the structure is set up such that th

final deliverable is undefined. In \

this case, rolling wave planning Date Line Further Out = Less Detail
could be beneficial when exploring Near Term = Detailed

new products or services. Figure 7: Shows Rolling Wave Method. Created by Claudia McCarthy

When considering quantum computing and the related cybersecurity issues the technology poses,
the current Risk Management Framework (RMF) should be considered. The RMF process

COIlSlStS Of the fOHOWng StepS. Identify | Protect | Detect | Respond | Recover
1. Prepare J)>| CATEGORIZE _
2. Categorize 2 MONITOR SELECT =
3. Select c o
5 < PREPARE > £
a =
4. Implement 3 g
5. Assess % IMI?’LEMENT ;
6. Authorize =
7 Monitor Identify | Protect | Detect | Respond | Recover

Figure 8: RMF Process®

Once complete, the RMF results in either an Authorization to Operate (ATO), Interim
Authorization to Test (IATT), or decision not to authorize. Within the IMS, the RMF steps are
often scheduled linearly creating a waterfall of tasks. Once the system is in the “monitor” stage, a
more agile-like approach may be taken as new guidance, rules, or security controls are
implemented. The process does not end and restart, but earlier tasks are revisited and updated,
with changes continuously feeding back into the monitoring process. Recent guidance has

13
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emphasized the cATO (continuing Authorization) for applicable programs with the need for
faster implementation without compromising the understanding of risks and the ability to
mitigate them.?! There is also a deeper tie-in directly with the engineering process. In 2021, the
Ground Based Strategic Deterrence (GBSD) Program did a deep dive case study into
Cybersecurity for DoD Acquisition Program Execution to help guide program managers in best
practices when implementing cybersecurity within their programs effectively. One of the main
takeaways from the case study stated, “as program offices make cybersecurity part of the regular
systems engineering process, cybersecurity should become less of a compliance-driven activity
and more of an engineering activity tailored to meet the needs of the program.”** When
scheduling the RMF steps, it becomes easier to tie the steps into the other parts of the Integrated
Master Schedule (IMS) with logic when there are clear associations and relationships.

The current RMF process and associated guidance only partially account for quantum computing
risks. Some steps have started to be taken during the RMF review. The length of time
information needs to be secured as well as the ability of the system to be crypto-agile are among
the questions now being asked. This relates to the ‘harvest now, decrypt later’ problem, reframed
from a defensive perspective — what information is the most important to protect in that ‘later’
period when decryption is available. On the other hand, cybersecurity systems are moving
towards a crypto-agile configuration. Instead of being a static cryptographic implementation, the
crypto-agile systems work more like modules that the system can adapt as new threats evolve.
Recent DoD and federal guidance have established timelines for the adoption of Post-Quantum
Cryptography (PQC), with target dates extending into the early 2030s.2* With this
implementation, it would be likely that RMF steps will have to be reviewed for relevancy and
program schedules will have to start accounting for potential future unknowns within this
process.

Schedule tools that can help program managers plan for future unknowns along with rolling-
wave planning include Schedule Risk Assessments (SRAs) and What-If analyses. SRAs are a
tool that can assist program managers in planning cost and schedule to a specific confidence
level. Part of this forecast is estimating uncertainties (price and duration) as well as potential risk
events, their likelihood of occurrence, and impacts. As a result of the simulations, program
managers can also identify areas of friction and assess how individual risks would impact their
program execution, such as PQC adoption within the system or quantum computing technology
readiness. If a program manager is trying to determine impacts if quantum computing becomes
operationally relevant within the program’s lifecycle or not, then it may be more applicable to
run a what-if analysis to determine how the program moves forward with their cybersecurity plan
as-is versus what adjustments they would have to make and what that impact would look like in
terms of execution.

With these examples of scheduling best practices explained, the next section will analyze the
three quantum computing programs already defined in previous sections. This analysis will dive
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into how specific schedule techniques could be applied in a quantum-centric program to ensure
completion or assist in program management.

5.1. Scheduling and Simulations: Robust Quantum Sensors Program

As previously discussed in the section titled ‘Robust Quantum Sensors Program’, the program
seeks to develop quantum sensors that will be resistant to environmental disruptions, with the
goal of integrating the sensors into the Department of War (Defense) platforms. This program is
currently in development and is broken down into two main phases. The first phase represents
the actual development of quantum sensing that is viable beyond the lab. The second phase seeks
to work with DoD platforms for integration studies specifically targeting existing Programs of
Record (PoRs). Given this program model, incorporating crypto-agile work, managing
interdependencies, and the use of traditional scheduling techniques would help ensure alignment
with the scope and achievement of milestones.

Traditional Scheduling:

A quantum sensors program requires a series of steps to ensure the successful integration and
deployment of quantum technology into DoD programs when using traditional scheduling
techniques. The first step in developing a sequential approach where detailed upfront planning
occurs is to define the requirements. Requirements used in traditional scheduling must have a
clear timeline that outlines when major milestones and tasks need to be completed. Milestones
that are significant to the project’s completion are categorized, deadlines are set, and, if needed,
resource allocation is done to avoid overloading the schedule in any particular area. This is also
known as the initiation phase of traditional project planning.

The second step is planning. This step, in most cases, involves creating a visual representation of
the schedule. This could be a Gantt chart, a visual representation such as a program roadmap
schedule (PRS). Additionally, this step develops out a dynamic integrated master schedule or
IMS. This step is the most crucial when developing out traditional scheduling due to its ability to
provide clarity on what needs to be done and when.

The next step is execution; this is where the implementation of the project plan occurs and the
project management team carries out all the necessary tasks for the project’s completion. The last
two steps are monitoring and closing. This is where the program tracks progress, manages risks
and makes any necessary adjustments before the deployment of the project.

In looking at the Robust Quantum Sensors Program a traditional schedule management plan may
look along the lines of this that can be seen in Figure 9:
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Project Goals: To develop a quantum sensor that will be resistant to
environmental disruptions

Project Objectives:

Phase 1 — Developing a quantum sensor that is viable beyond the lab
Phase 2 — Integrate the quantum sensor into projects
Phase 3 — Deployment of the quantum sensor onto real DoD Platforms

Project Scope: FY2024 to FY2033, with real-world deployment in field
environments by 2030

ID UniqueID Task Name Fiscal Year Predecessors Successors
1 1 Example of Robust Quantum Sensors Program High Level Planning IMS
2 2 Phase 1
3 5 Requirements FY24 4
4 19 Development FY24-FY26 3 5
5 6 Tnitial Quantum Sensor Prototypes FY26 4 6
6 7 Environmental testing (Temperature, Vibration. EM Interference) FY26 5 7
7 8 Refine Sensor Prototypes FY26-FY27 6 8
8 9 Controlled Testing with "Walk-On'Walk-Off" Sensor FY27 7 9
9 10 Completion of Functional Quantum "Walk-On/Walk-Off" Sensor FY27 8 11
10 3 Phase 2
11 18 Requirements FY27-FY28 9 12
12 17 Integrate Quantum Sensors into Test DoD Platforms FY28 11 13
13 16 Algontlm Development FY29 12 14
14 15 Field Trails of Multi-Enviromments FY29-FY30 13 15
15 14 Real-world Data Collection FY30 14 16
16 13 Data Collection Analysis FY30-FY31 15 17
17 12 Optimization of Quantum Sensors FY31 16 18
18 11 Mission-Cntical Use Acceptance FY31 17 20
19 4 Phase 3
20 20 Requirements FY32 18 21
21 21 Finalize Production-Ready Designs FY32 20 22
22 22 DoD Platform Integrations FY32-FY33 21 23
23 23 Deployment of Operational Platforms FY33 22 24
24 24 Continuous Monitoring and iterations to Quantum Algorithms FY33 23

List of DoD Operational Platforms that are utilizing Robust Quantum Sensors.
This list could range from helicopters to stealth aircraft.

Robust Quantum Sensors Program is tracking progress, managing risks and
making any necessary adjustments to the algorithms for cybersecurity risks, as
well as development in technology.

Figure 9: Traditional Schedule Plan Created by Claudia McCarthy
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Interdependencies:

Due to the nature of traditional scheduling methods, there is a likelihood that interdependencies
do not get tracked due to the lack of flexibility and integration capabilities within the waterfall
methodology. Focusing specifically on the Robust Quantum Sensors Program, the ability to track
interdependencies will be vital to ensure the scope of the program is met. Due to the nature of the
project’s scope, the ultimate goal is to integrate into different DoD PoR programs, there will be
multiple different interdependencies between the RoQS Program and the different PoR programs
chosen. One technique that may be utilized is the use of visual graphics or a Program Roadmap
Schedule (PRS). Figure 10 shows a high-level PRS for the RoQS Program capturing
interdependencies between tasks and linkages to milestones within each phase.

Example Fyaa | FY25 | FY26 | Fya27 | Fy2g | FY29 | FY30 | FY31 | FY32 | FY33
ow|we afelo]a] o [ @ | w [ @ | @ ] [ @ [ & |a[ce]o o] |2 a| @ [ce]as s ar]a]as]ae| an [az]as || an[az|w e

Phase 1 A A A A

Phase 2 A—* A
Phase 3 ‘—F—.

Interdependencies Integration into DoD Platforms - Test @) Data Collection from DoD Platforms (@)  DeD Platfrom Integrations \J@

| E— 'y @
RoQS Tasking RoQS Milestone Dependency

Figure 10: Shows PRS with dependencies. Created by Claudia McCarthy

Crypto-Agile Work:

Crypto-agile work as previously discussed is the ability to effectively switch cryptographic
technologies in a short period of time. To ensure that this is done in an efficient and quick
manner, it requires understanding how specific algorithms and protocols are used due to the
threats that are posed by quantum computing.?* Due to the nature of the RoQS Program and its
development of a quantum-resistant sensor from adversary cyberattacks, it is imperative to
understand that, even in traditional scheduling techniques, the capability behind dynamic cyber
technology needs to be addressed. This will ensure that by the time the sensor is deployed it is
still applicable in real-world applications. Specifically looking at Phase 2 of the algorithm
development in the conceptual IMS titled Figure 9, the program manager and the respective
engineers must ensure the quantum algorithms are adaptable. During this developmental stage of
the program, it is vital to ensure the quantum algorithms that are developed and deployed for the
RoQS program are dynamic in nature.
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5.2. Scheduling and Simulations: Quantum-Augmented Network Program

As discussed in the “Quantum Augmented Network Program” section, QUANET, the program
aims to enhance cybersecurity by integrating quantum networking technologies into existing
classical network architectures. When scheduling cybersecurity for a program, the sequence
follows the RMF steps. Below we will discuss how the process can be augmented, given the
technology QuANET is seeking to utilize, and potential scheduling impacts. The QUANET
program does not replace traditional networks or rely solely on quantum computers. Instead, it
augments classical infrastructure with quantum-enabled components to improve confidentiality,
integrity, availability, and resilience against both classical and future quantum-enabled cyber
threats.

Because the QUANET program sits at the intersection of emerging technology and existing
critical infrastructure, cybersecurity planning and scheduling must closely align with the DoD
RMEF. At the same time, quantum networking elements introduce additional technical,
operational, and supply-chain considerations that influence how RMF activities are sequenced,
resourced, and executed.

1. Prepare

In the Prepare step, the program establishes context, roles, priorities, and risk tolerance
across organizational and mission levels. This step is especially critical for the QUANET
program, where limited operational history makes early assumptions riskier than in
traditional networks.

How to Augment for QUANET:

Preparation activities should include early coordination between cybersecurity personnel,
quantum subject-matter experts, network engineers, and acquisition stakeholders. Planning
efforts should account for the maturity of quantum algorithms and hardware, dependencies
on specialized vendors, and the coexistence of quantum and classical security mechanisms.
These factors can directly affect both technical and schedule risk if not addressed upfront.

2. Categorize

This step evaluates the information handled by the system and the potential impact of loss of
confidentiality, integrity, or availability. Categorization is more complex for the QUANET
program since quantum and classical components introduce failure modes that do not directly
map to existing impact models.

How to Augment for QUANET:

System categorization should consider quantum-specific attacks and failure modes as well as
synchronization failures between quantum and classical components. Scheduling should
allow time to assess how the integrated quantum infrastructure changes mission impact
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levels, especially for critical infrastructure use cases tied to national security. These
assessments may result in higher impact categorizations that should be reflected in
downstream RMF activities.

3. Select

In the ‘Select’ step, security controls are chosen and tailored based on the system’s risk
posture. For the QUANET program, standard control baselines may not fully address
quantum capabilities or risks.

How to Augment for QUANET:

Security controls should incorporate both traditional cybersecurity controls and quantum-
augmented controls including those addressing cryptographic agility, hybrid key
management, and secure integration of quantum hardware. From a scheduling perspective,
additional time should be allocated for tailoring controls that lack established guidance or
that require additional coordination with stakeholders and vendors.

4. Implement

The fourth RMF step focuses on deploying the selected controls from Step 3 and
documenting how they function within the system environment. This becomes more complex
when considering a quantum network due to hardware sensitivity and tight coupling between
components.

How to Augment for QUANET:

Implementation can be compared to integration within the engineering process. Typically,
when integration occurs for the first time, there is iteration of steps based on ongoing lessons
learned where additional time may be needed to verify integration is being done correctly and
the system is working as expected. Here, documentation should capture not only control
functionality but also assumptions about quantum channel performance and environmental
constraints. Deployment may not be a single event, but rather iterative as new information is
understood.

5. Assess

Assessment activities verify that controls are correctly implemented and operating as
intended. Traditional assessment techniques may need to be adapted.

How to Augment for QUANET:

Since the network would be quantum-augmented, assessments should include testing of both
classical and quantum components and their interactions when operating. The scheduling of
tasks would be more iterative and may require coordination with specialized test teams and
extended assessment windows, potentially taking on an agile structure.
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6. Authorize

Authorization determines whether the system’s residual risk is acceptable for operation. In
this case, authorizing officials will be assessing quantum technologies that are still evolving.

How to Augment for QUANET:

Authorization decisions should consider the experimental nature of certain quantum
components and the presence of compensating controls. Scheduling should include additional
review cycles, risk acceptance discussions, and potentially conditional authorizations tied to
limited operational use or continuous monitoring.

7. Monitor

The final stage ensures that security controls remain effective over time as threats,
technology, and operational conditions change.

How to Augment for QUANET:

Monitoring for the QUANET program should be more dynamic and continuous than in
traditional systems, which is in line with most recent guidance on cATOs. Quantum
technologies evolve rapidly, and new vulnerabilities or performance limitations may emerge.
Similar to the ‘Authorization’ step, scheduling should be more cyclical with recurring
reassessments, frequent configuration reviews, and rapid feedback loops that re-enter earlier
RMF steps as needed. This brings on a more agile-like approach and allows adaptability to
unknown threats that may emerge.

To schedule the next phase of the program featuring a demo of quantum-classical architecture in
an operational setting with fielded fiber optics operating across multiple networks, the program
manager may also benefit from supplementing traditional schedule development with What-If
scheduling techniques. This implementation would compare the following: What would the
schedule look like if the demonstration was successful and operational vs what if the
demonstration did not meet threshold requirements. By looking into the two paths where the
schedule can diverge, the program manager may be able to identify friction points, plan for
contingencies, and buy-down risk with mitigations for issues before they occur.
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DISCLAIMER: Figure 11 is a concept-only artifact. All elements are fictitious and provided solely to illustrate a conceptual
approach. Figure 11 does not represent actual program scope, authorized work, or contractual requirements and must not be
used for planning, execution, cost estimating, or reporting.

QUANET What-If FY2025 FY2026 FY2027
Scenarios @ | a2 | a3 [ aa [ a1 [ @2 | a3 | @ | @ [ @ | a3 | o

* QUANET Kickoff
Completed Work

‘* Quantum-Augmented Network Functional

Test Preparation Phase 1 _

Phase 1 Demo *
COA1:
TOR Adjudication [

Successful Demo
Test Preparation Phase 2 -

Phase 2 Demo *

Test Preparation Phase 1 _

Phase 1 Demo: Critical Error *

Algorithm Re-work

COA 2:
Rework following Phase 1 Demo: Re-test ‘L'Aj'
Demo TOR Adjudication [N

Test Preparation Phase 2 -
Phase 2 Demo *

Figure 11: Shows What-If PRS Scenarios. Created by Gabriella Magasic

This approach reduces the likelihood that cybersecurity requirements become late-stage blockers
as quantum computing moves closer to operational deployment.
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5.3. Scheduling and Simulations: Commercial Algorithm Suite 2.0

As previously discussed in the earlier section under the “Commercial Algorithm Suite 2.0, the
CNSA 2.0 program covers the significance of and basic tenets of the creation and
implementation of quantum resistant algorithms and how they better protect our National
Security Systems cryptography. This new updated algorithm, which includes a two-step process
for deployment with each category having its own initial integration dependent date and final
cutover date, allows us to dive into the best scheduling practices to ensure completion of these
milestones. The NSA has already generated a high-level five-step process to ensure compliance
with the transition to the quantum-resistant Commercial Algorithm Suite 2.0. With this current
project plan model, the utilization of rolling wave planning for each category would ensure that
each required step by the NSA is met by the deadlines imposed.

By specifically focusing on the Operating Systems category for CNSA 2.0 implementation,
which has a support and preferred CNSA 2.0 adoption deadline of 2027 and requires exclusive
use of CNSA 2.0 by 2033, we can examine the benefits of rolling wave planning.'® This allows
us to outline the steps in the associated five-step process.

1. Initial Planning

The first major step with implementing rolling wave planning is the initial planning stage.
During this stage, the project management team should define the high-level project scope,
key milestones and set the overall roadmap. During this stage a baseline of the schedule
should also be set; it is important to note that this schedule outlines what is known today.

For the Operating Systems category, the NSA has established a timeline with two key
deadlines for CNSA 2.0: 2027 and 2033. These two milestones define the high-level project
scope, and the associated project deliverables must be carefully planned to ensure that both
deadlines are met.

2. Develop WBS

The second step of implementing rolling wave planning is developing a work breakdown
structure (WBS). By using a WBS, the team will be able to break down near-term work into
work-packages and tasking that needs to be completed. This allows the program granularity
that is needed to define deliverables, set timelines, and assign resources. An example WBS
for the Operating systems CNSA 2.0 migration is shown below.
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DISCLAIMER: This Work Breakdown Structure (WBS) as well as Figure 12 are notional, concept-only artifacts.
All elements, scope definitions, and hierarchies are fictitious and provided solely to illustrate a conceptual approach.
The WBS and Figure 12 do not represent actual program scope, authorized work, or contractual requirements and
must not be used for planning, execution, cost estimating, or reporting.

Work Breakdown Structure (WBS) Example — Operating Systems CNSA 2.0 Migration

1.0 Project Management
1.1 Project Planning
1.2 Scope Management
1.3 Schedule and Budget Management
1.4 Stakeholder Communication
1.5 Status Reporting and Meetings
2.0 Requirements and Research
2.1 Define Functional Requirements
2.2 Define Non-Functional Requirements
2.3 Conduct Review of Existing Algorithm CNSA 1.0
2.4 Feasibility Study and Proof of Concept By 2027
2.5 Finalize CNSA 2.0 Algorithm Specification Document
3.0 Algorithm CNSA 2.0 Design for Operating Systems Category
3.1 Develop High-Level Design Architecture
3.2 Detailed Desing of Logic Core Components
3.3 Define Data Structures and Interfaces
4.0 Implementation
4.1 Set up Development Environment
4.2 Code Core Compression Logic
4.3 Code Core Decompression Logic
4.4 Code Input and Output Handlers
4.5 Perform Code Reviews
4.6 Integrate Components By 2033
5.0 Testing
5.1 Develop Test Plan
5.2 Create Unit Tests for 2027 Deliverable
5.3 Create Unit Tests for 2033 Deliverable
5.4 Perform Unit Testing for 2027 Deliverable
5.5 Perform Unit Testing for 2033 Deliverable
5.6 Create and Perform Integration Tests
5.7 Create Performance and Benchmark Tests for both 2027 and 2033 Deliverables
5.8 Perform User Acceptance Testing (UAT)
5.9 Resolve Defects
6.0 Deployment and Documentation
6.1 Preparing Installation Package
6.2 Develop User Manual
6.3 Deployment to Production By 2033
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3. Define Planning Horizons

The third step involves defining planning horizons. During this step, project managers (PMs)
will need to define three major planning horizon views. These three major planning horizon
views must include a short-term horizon, a mid-term view, and a long-term horizon. The goal
within this step is to keep the planning process focused on actionable items that are
manageable for each defined view.

For the working example, these three major views are illustrated in Figure 12:

Operating Systems CNSA 2.0 Major Views

| ¢

FY26 -EY27 FY27-FY20 FY29 -FY33
7> < - <
Short-term Mid-term Long-term

Figure 12: Shows Example of Planning Horizon Views for Rolling Wave Planning. Created by Claudia McCarthy

4. lterative Planning

The fourth step, iterative planning, is when the project team revisits the project’s progress
and refines the current plan where needed. During this step, the project team would be adding
details to the next wave of work. Each iteration of adding more detail to the next wave should
move work from a high-level scope to a fully detailed scope. This step is the ‘wave’ concept
of rolling wave planning.

In terms of the CNSA 2.0 Operating Systems example, this would represent the switch from
the FY26 to FY27 timeline to planning the next phase from FY27-FY29. The previously
long-term horizon from FY29 to FY33 would then become the mid-term view.

5. Monitor and Adjust

The final step, monitor and adjust, involves using feedback, check-ins, and metrics to update
the plan based on new information. This step is pivotal for maintaining alignment with the
defined scope and enabling efficient pivots as needed.

For the working example, this may involve receiving additional guidance or requirements
from the NSA, which the Operating Systems Category must incorporate to ensure successful
implementation of the CNSA 2.0 algorithm.

After walking through each of the five steps in implementing rolling wave planning and utilizing
the Operating Systems Category implementation of the CNSA 2.0 algorithm as a working
example, we can see many benefits in doing detailed planning in the short term exclusively. With
a software focused technology-based program having the flexibility to adjust plans in various
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situations, it is perfect for uncertain or fast-paced environments. It allows for better resource
allocation that is based on current needs, not guesstimates. Lastly, this type of scheduling allows
teams to zero in on immediate priorities and requirements instead of trying to plan out an entire
schedule with detail for the entire length of the project.

6. Recommendations and Conclusion:

The idea that quantum computing is a futuristic technology is a statement of the past. Quantum
computing is no longer theoretical and is actively being developed for defense-related programs.
There is a large focus to use quantum computers in an offensive manner. For instance, look at the
Robust Quantum Sensors Program, where the goal of the program is to create a sensor that has
precision in detecting stealth aircraft, submarines, or even encrypted enemy signals. RoQS
program would nullify the current technology in these respective fields. This nullification leads
to a “race of creation” to develop this type of quantum sensor for the United States and our
adversaries. Whoever is able to create a quantum sensor first with this capability will have
superior power in terms of detecting stealth aircraft, submarines, and encrypted enemy signals.
The question arises: what happens next? Once this sensor is created and operational, are there
mitigation strategies in place to combat this security threat of this quantum sensor that has the
ability to neutralize our current military operations in terms of stealth technology? There is a
large amount of time and money being spent on developing quantum computing technology for
offensive objectives, but programs lack the focus on securing our current technologies and
critical infrastructure from this emerging threat. The CNSA 2.0 program is a step in the correct
direction, with the NSA mandating certain categories within the United States National Security
Systems to quantum-resistant algorithms. These mandated timelines that go out into fiscal years
in the 2030s are too far in the future. The NSA has publicly published that new quantum-resistant
cryptography could take 20 years or more to fully deploy to all National Security Systems.?
Quantum computers already exist today, and therefore the security threat they pose exists as well.
In terms of developing quantum technologies for use in DoD applications, it is imperative that
before moving forward with such programs we understand the significance and possible threats
these new applications may have. We must not put the cart before the horse in terms of ensuring
our current cyber infrastructure, critical infrastructure, military applications, and our National
Security Systems are secure from quantum computers, before we develop quantum applications
aimed at dismantling other nation-states current infrastructures.

To conclude, quantum computers can solve problems at a much faster rate than traditional
computers. By leveraging the principles of quantum mechanics, quantum computers can process
multiple pieces of information at the same time and perform calculations rapidly at
unprecedented speeds. This technology is revolutionizing the defense industry. Significant
benefits and the serious security threats associated with quantum computing are key drivers of its
development. From its use of cryptographic systems, and quantum-resistant networks, to
quantum sensors these programs require careful forethought, flexibility, and complex solutions to
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ensure effective scheduling best practices and successful planning, development, and execution
occurs.

As previously analyzed various scheduling types, best practices, and examples were presented to
demonstrate how these techniques could be incorporated into the three defined quantum
programs: RoQS, QUANET, and CNSA 2.0. A common attribute can be synthesized. Quantum
computers and the programs that exist in implementing this technology into DoD applications
require dynamic schedule models, and flexible techniques. No single schedule technique is
sufficient for the described quantum computer programs; rather, they require multiple different
schedule best practices with an intellectual and adaptive approach. Understanding the schedule
techniques and how they must be adapted to fit quantum computer programs is imperative in
creating a dynamic schedule for each program that outlines the projects start and completion
date, major milestones, tasking, and interdependencies. An Integrated Master Schedule (IMS) is
a living document, not a static one, and requires a proactive approach to ensure the schedule is
properly developed and continuously maintained.
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Appendix A: Table of Acronyms

Acronym/Abbreviation Meaning
C2 Systems Command and Control Systems
cATO Continuous Authorization to Operate
CHIPS Creating Helpful Incentives to Produce Semiconductors
CISA Cybersecurity and Infrastructure Security Agency
CNSA Commercial National Security Algorithm
DARPA Defense Advanced Research Projects Agency
DoD Department of Defense (War)
GAO Government Accountability Office
GBSD Ground Based Strategic Deterrence
IATT Interim Authorization to Test
IMS Integrated Master Schedule
IoT Internet of Things
NIST National Institute of Standards and Technology
NSA National Security Agency
NSS National Security Systems
PM Project Manager
PQC Post Quantum Cryptography
PRS Program Roadmap Schedule
QKD Quantum Key Distribution
R&D Research and Development
RMF Risk Management Framework
WBS Work Breakdown Structure
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