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Abstract 

A challenge in estimating software Total Ownership Costs at the beginning of a software 

acquisition is estimating the cost of software after development. Constant annual budgeting is 

often used to fund software sustainment. This paper will present analysis of software sustainment 

profiles that show a rise and fall in the number of changes over long periods of time contrary to 

the practice of using a constant annual change to justify funding. 
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1 Executive Summary - Purpose and summary results 

A major challenge in estimating software Total Ownership Costs at the beginning of any 

software acquisition is estimating the cost of sustaining software after development. Cost 

Estimating Relationships (CERs) are developed under the assumption that sustainment actions 

were relatively constant over time, i.e., average annual change traffic. Popular cost estimating 

models and cost analysts typically use constant annual software changes to estimate the average 

annual change in the software during the sustainment lifecycle, as well as is used as an input for 

a sustainment CER.  

However, contrary to this common approach for estimating sustainment costs, the research 

results presented in this paper provide strong evidence that average annual change is indeed not 

constant, thus overturning prevalent cost estimating assumptions. Change to software is in fact 

driven by annual repairs, frequent updates, and periodic upgrades producing varying amounts of 

change that need to be addressed each year in sustainment. This variable amount of change is 

called a sustainment release profile.  

This means that straight-line budgeting typically used for sustainment efforts are unrealistic. As a 

result, programs often do not have enough money to perform maintenance in some years, while 

having too much funding in other years. With some programs receiving money they do not need 

and others having excess funds, not only does this lead to funding inefficiencies, but potential 

detrimental impacts to the warfighters as capabilities they need are not funded.  

This report presents preliminary analysis on data drawn from the Army Software Maintenance 

Repository. The software sustainment release profiles demonstrate a rise and fall in the number 

of changes over long periods of time. The analysis data results from 329 system releases in the 

Operations and Sustainment (O&S) phase, for projects that have been in O&S for up to 35 years. 

To our knowledge, this is by far the largest set of defense program sustainment program data 

ever gathered and analyzed.  

2 Software Sustainment Initiative 

The objectives of the Army Software Sustainment Initiative are to effectively estimate and 

justify software system life cycle costs. The Initiative has collected and evaluated sustainment 

cost and technical data from Army operational systems. The data was collected in three phases 

spanning 7 years. The data was used to generate and validate Cost Estimating Relationships 

(CERs). The CERs and statistics characterizing the sustainment data are used to improve Army 

sustainment policy, business, and technical requirements. Effective software sustainment cost 

estimation is the basis for Army system software life cycle cost management. 

Software sustainment (SWS) includes all software change activities and products associated with 

modifying a software system after a software release has been provided to an external party. The 

release, a composite of one or more changes, is the primary SWS change product. A release can 

be either a formal release or an engineering release. SWS may include software enhancements, 

software maintenance, and/or cybersecurity updates.  

Software maintenance (SWM) includes defect repair, rehosting, adaptations, updates, and 

reconfiguration of the software. SWM is a type of change performed on the software. 

SWS may be funded by multiple funding sources. Costs include both fixed and variable costs 

Presented for the ICEAA 2021 Online Workshop - www.iceaaonline.com



UNCLASSIFIED 

Distribution Statement A: Approved for Public Release; Distribution is Unlimited 

3 

accrued at both the system and organizational levels for both organic (government) and 

contractor resources.  

The Initiative started with data collection. Fundamental to data collection is a work breakdown 

structure that identifies costs and groups them into common elements. The Initiative, through 

collaboration with Sustainment Organizations, created an Army Software Sustainment Work 

Breakdown Structure, Figure 1. The cost elements in the WBS were used to collect sustainment 

data.  

The purpose of collecting data is to establish a robust foundation for software sustainment fact-

based decisions. Sustainment costs are broken out by WBS element providing insight into 

expenditures. This allows for the examination of large cost centers and inefficiencies. The data in 

each WBS element can be segmented by sustainment organization, commodity, super domain, 

ACAT level, and life cycle phase for a more in-depth understanding cost. 

The analysis presented in this report focuses on WBS elements 1.1, Software Change Product. 

The analysis examines the change in software, hours expended, and unit cost for systems in the 

O&S phase.  

3 Data Demographics 

The Software Maintenance Data Repository covers four super-domains1 and 15 commodities 

across 20 organizations. The super domains are defined as: 

 
1 There is a fifth super domain, Defense Business Systems, that is not included in this analysis due to the small 

number of systems and their extremely large costs. 

Figure 1. Army Software Sustainment WBS 
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• Real-Time (RT): These are specific solutions limited by system characteristics such as 

memory size, performance, or battery life. These projects take the most time and effort 

due to constraints. 

• Engineering (ENG): Engineering software operates under less severe constraints than 

real-time software. This software may take the outputs of real-time software and further 

process them to provide human consumable information or automated control of devices, 

or the software may perform transformation and aggregation / distribution of data. These 

projects take more time and effort due to multiple factors. 

• Automated Information Systems (AIS): Automated information system software provides 

information processing services to humans or software applications. These applications 

allow the designated authority to exercise control and have access to typical business / 

intelligence processes and other types of information access. These systems also include 

software that facilitates the interface and control among multiple Commercial Off The 

Shelf (COTS) and Government Off The Shelf (GOTS) software applications. This 

software has few constraints. 

• Support (SUP): Support software assists with operator training and software testing. This 

software has few constraints. 

The repository data is also characterized by 15 commodities, as 

shown in Table 1.  

The data in the repository is from systems that are in either Post 

Deployment Software Support (PDSS) or Post-Production 

Software Support (PPSS).  

PDSS includes program office managed systems from MS-C 

through Low-Rate Production (LRP) and Full-Rate Production 

(FRP). It is funded by RDT&E, production, or other funding. It 

often includes enhancements and technical changes. 

PPSS is life cycle management center managed systems. The focus is on repairs and smaller 

changes to existing functionality.  It is funded by Operations and Sustainment (O&S). 

3.1 System-level data 

The software maintenance data 

repository contains 208 systems spanning 

15 commodities collected over 3 data 

collection phases, Table 2.  

Table 1. System Commodities 

Aviation Business 
C5ISR ChemBio 
Comms Fires 
Intel Missiles 
MissionCMD Network 
SATCOM Simulation 
Space Test 
Vehicles  

Table 2. Repository Size 

Phase # of Systems Notes 

1 41  
2 151 Some repeats 
3 115 Operations & Sustainment (O&S) 

systems only - 22 new systems 
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System-level data contained context data about a system including system name, DoD Services 

that use the system, ACAT level, acquisition phase with phase start date, number of software 

baselines, number of platforms, number of users, 

operational use, data rights, funding sources, and contact 

information. 

The commodities represented in the repository are 

shown in Figure 2. The top five commodities, which 

account for almost 60% of the data, are Aviation, Intel, 

Fires (direct fire weapons), C5ISR (Command, Control, 

Computers, Communications, Cyber, Intelligence, 

Surveillance, and Reconnaissance), and Missiles.  

Figure 3 shows the data segmented into three groups: 

super domains, ACAT level, and age. The RT domain in 

the left graphic represents 48% of the data followed by ENG, AIS, and SUP. The RT domain is 

mostly comprised of Army weapon systems. In the middle graphic, the largest ACAT level 

group is ACAT level III and includes a mix of the commodities.  

The graphic on the right shows the system age defined as time in PDSS or PPSS. It is noteworthy 

that 20 years after development, there are still five systems in PDSS. As would be expected, 

most of the systems in the repository are in PPSS.  

3.2 Release-level data 

Each system submitted data for one or more releases. There are two types of software releases in 

the repository: Capability and IAVA (Information Assurance Vulnerability Assessment). A 

capability release enhances or repairs a software capability and may also handle cyber-security 

issues2. An IAVA release only addresses security vulnerabilities.  

 
2 Capability releases often include some IAVA activity addressing cyber security issues as shown in Figure 7. 

Figure 3. Super Domains, ACAT Levels, and System Age 
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Figure 2. Number of Systems by Commodity 
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Figure 4 shows there are 802 capability 

releases and 676 IAVA releases in the 

repository, a total of 1,478. The percent of 

change in a release is classified as 

maintenance (repairs), enhancement, and 

cyber. Releases with an even distribution of 

percentages are classified as a hybrid 

release. The term “Other” is used to describe 

an off-nominal release such as a testing 

release. A few releases (24) did not include 

change type. 

The average cost for a capability release by super domain is shown in Figure 5. For each super 

domain (SD), the average cost is less for PPSS than PDSS. This is due to the extent of 

enhancements and major changes in PDSS whereas PPSS is primarily repairs and smaller 

changes.  

The average IAVA release costs are low compared to average capability costs, as was expected 

for security updates. Figure 6 show the averages costs by super domain. The ENG PDSS cost are 

unusually high. This may be due to outlier data, given the small sample size. 

 

 

 

 

 

 

 

Figure 7 shows the different size measures for capability releases that are used by systems. Size 

is one of the main predictors of effort and cost. The dominant measure is Software Changes 

(SC). 80% of capability releases had software change data. 25% of releases use Source Lines of 

Code (SLOC), primarily real-time embedded weapon systems. IAVAs occur in capability 

releases that have cyber security activity, although not all releases track the number of IAVAs 

addressed. There was little data from projects using story points and none reported using 

function points. 

Figure 4. Releases by Change Type 
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The average number of releases by SD is shown in Table 3. Comparing this figure to the left 

graphic in Figure 3, there are 99 RT systems that submitted data on 384 capability and 283 

IAVA releases. Fifty-three ENG systems submitted data on 210 capability and 216 IAVA 

releases. The same comparison follows for AIS and SUP systems. 

3.3 Software Licenses 

Many software systems contain COTS software used in 

the development and in the deployed systems3. The 

software maintenance repository contains over 3,500 

license records with data on license name, vendor, 

version, quantity, type, coverage, and cost. Figure 8 

shows the distribution of licenses by commodity.  

The number of COTS software by super-domain are 

shown in Figure 9. RT systems have the largest number 

of COTS products. The number of COTS in PDSS is 

much larger than PPSS. This implies a larger number of 

COTS costs will eventually migrate to the PPSS phase, 

increasing O&S costs. 

 

Figure 10 shows the average COTS cost by SD. While RT systems have the largest number of 

COTS products, ENG and AIS systems have the largest cost. RT systems use a larger number of 

 
3 COTS, as used in this report, includes Government supplied and Open-Source Software 

Figure 7. Release by Size Measures 

   

   

   

   

  

  

  

SCs

S OC

 A As

Re uirements

Other

Agi e Story  ts

R CE
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Figure 10. Cost of COTS Software 
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Table 3. Releases by Super Domain 

Super Releases Number 

Domain Capability IAVA of Systems 

RT 384 283 99 

ENG 210 216 53 

AIS 181 167 40 

SUP 51 10 16 

 

  SS  SS

R 

E  

A S

S  

        

     

      

      

Figure 9. Number of COTS Software 

Presented for the ICEAA 2021 Online Workshop - www.iceaaonline.com



UNCLASSIFIED 

Distribution Statement A: Approved for Public Release; Distribution is Unlimited 

8 

Government supplied and Open-Source Software products thus saving on cost. The PDSS phase 

has a higher cost overall. This reinforces the point above that as systems move into PPSS, the 

ongoing cost of COTS products will increase.  

4 Software Sustainment Release Profile 

Contrary to the common approaches for estimating multi-year sustainment costs, software 

change is not constant. These approaches assume an average amount of change each year, often 

referred to as annual change traffic. Based on discussions with sustainment organizations in 

2013, the software changes are driven by the need for repairs, frequent updates, and occasional 

system upgrades. These changes produce variable sustainment costs each year. 

Figure 11 shows a notional concept of a software sustainment release profile that includes the 

types of changes seen in the data. Note, the number of software changes (vertical axis) is 

notional and not representative of real data. The horizontal axis in the figure is time in the O&S 

phase. The blue bars show a constant level of maintenance due to repairs. Major upgrades with 

system-wide technology refresh, red bars, occur about every 8-10 years. Extra defect-repairs, 

yellow bars, occur in the years after a release or major upgrade. Interim upgrades, teal bars, 

occur between the major upgrades, to update software due to changes in threats, interfaces or 

hardware. Variable budgets are needed relative to the number of changes, i.e., the more the 

number of software changes, the higher the cost, and the more funding required. 

The analysis in this report focuses on this notional sustainment rhythm. This section discusses 

the results of this analysis. 
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4.1 Data Selection 

The data selected for this analysis are release hours and software changes for capability releases 

in the O&S phase. Records were removed that did not have hourly or software change counts. 

The time in phase for each capability release is defined as 2019 minus the O&S phase start date. 

This resulted in 329 observations for use in the sustainment rhythm analysis. 

Outlier data was removed using an Outlier Labeling Rule. 

Traditionally, outliers have been identified based on an 

arbitrary percentage, e.g., 10%, or the mean of the data. The 

rule used here is based on a statistical analysis of the data, 

using the median of the data which is influenced less by 

outliers. The Interquartile Range (IQR), the range between the 

1st and 3rd quartiles, is used to establish the variation of the 

data, Figure 12. In Exploratory Data Analysis [1], Tukey 

includes a rule of thumb for labeling (as “outside”) 

observations that are extreme enough to be potential outliers. 

In terms of the lower fourth (FL) and the upper fourth (FU), an 

observation is “outside” if it does not fall within a value of 

1.5 times the IQR. Later studies were conducted to examine 

the probability of valid observations being included in the identified outliers. It was determined 

that a higher value than 1.5 was needed to be 90% confident that the data in the outlier group 

were, in fact, outliers [2, 3]. A more conservative value of 2.1, k in the Figure 12, was chosen to 

identify outliers. This value provides a 90% confidence level for more than five observations.  

The outlier data identified by this rule will be investigated in further analysis. This will provide 

more information about the causes of extreme values. In this analysis, both full- and trimmed-

data were analyzed for the number of software changes, labor hours, and unit costs for capability 

releases in the O&S phase. 

In the analysis presented in the next section, statistics used to describe results are based on 

median instead of the mean values. The median was chosen because the data is normally 

distributed, an assumption of a statistical mean, and the median is less influenced by extreme 

values. The statistics are: 

• Count: the number of observations 

• Median: the median value of the observations 

• Min/Max values: the smallest and largest values in the observations 

• Quartiles and inter-quartile range: the difference between the 1st and 3rd quartile 

• Outlier criterion, k: set to 2.1 

• Outlier boundaries: the upper and lower bounds for extreme values 

4.2 Results 

The objective of this analysis was to view the trends in the data. The O&S data spans 35 years in 

this phase. In addition to a Loess trend line4, a gray band of uncertainty above and below the 

 
4 Loess stands for locally estimated scatterplot smoothing and is one of many non-parametric regression techniques. 

Loess is essentially used to visually assess the relationship between two variables and is especially useful for large 

datasets, where trends can be hard to visualize. 

Figure 12. Outlier Labeling 
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trend line is presented. 

While data from both the full and trimmed data is presented, our analysis will focus on the 

trimmed data. 

4.2.1 Time in O&S Phase 

This analysis uses observations from the software maintenance 

repository that are in the O&S acquisition phase. Time in phase 

ranges from 1 to 34 years and appears as the horizontal axis in all 

the scatter plots. Table 4 provides the statistics for time in phase. 

4.2.2 Software Changes Over Time  

Software changes per release were analyzed over 34 years. Table 

5 displays the statistics for both the full and trimmed datasets, 

shown in Figure 13. The percentage of removed data was 9% of 

the full dataset. 

Figure 13 shows two scatter plots of software changes 

over time. The left graphic is for the full dataset, 329 

observations and ranges from 1 to 4,079. The right 

graphic is for trimmed data, 298 observations and ranges 

from 1 to 99. A blue trend line, based on loess 

smoothing, runs through the plot showing the variation in 

the number of software changes per release. A gray band 

shows the uncertainty about the trend line. 

Based on the data in Figure 13, regular maintenance 

repairs occur starting with year 1. Typically, the first few 

years are fixing technical or mission debt issues along 

with resolving defects. As users become more 

experienced with the system, system shortfalls are better 

known and additional updates or revisions to 

functionality are identified and worked. This accounts for the observed increasing number of 

software changes in the first five years of O&S.  

A major technology upgrade happens in most systems around year ten after deployment, which 

corresponds to the observed increases in those years. After that major upgrade, there are often 

corresponding additional updates or revisions to functionality, as users become experienced with 

the changes.  

At some point in the life cycle, changes and upgrades to the system become less frequent, as 

observed beginning in year thirteen of Figure 13. At this point, routine maintenance occurs, but 

far fewer changes or upgrades.  

In later years, the operational environment in which the system operates changes (often by now 

integrating with other operational systems), and the system needs to be refreshed.  Software and 

hardware obsolescence often becomes an issue in later years. This accounts for the observed 

increases in changes after year twenty-five. 

Table 5. Software Changes per Release 

Statistic Full Trimmed 

Count 329 298 

Median 17.0 14.0 

Min: 1.0 1.0 

Max: 4,079.0 99.0 

1st Quartile 6.0 5.0 

3rd Quartile 42.0 33.8 

IQR 36.0 28.8 

K 2.1  

Outlier-L -69.6  

Outlier-H 117.6  

 

Table 4. Time in Phase 

Statistic Years 

Count 329 

Median 11.0 

Mode 13.0 

Min: 1 

Max: 34 

1st Quartile 1 

3rd Quartile 13 

IQR 12.0 

 

Presented for the ICEAA 2021 Online Workshop - www.iceaaonline.com



UNCLASSIFIED 

Distribution Statement A: Approved for Public Release; Distribution is Unlimited 

11 

4.2.3 Release Hours Over Time 

Hours per release were analyzed next and the data 

statistics are in Table 6. The data was trimmed 10% 

from the full dataset.  

Starting with year one in Figure 14, hours per release 

start to increase until around year six. This parallels 

the rise of software changes discussed in the previous 

section. After year six, the changes decline back to 

regular maintenance levels at year ten. After year ten, 

hours per release start to climb again, corresponding 

to the observed increased in software changes during 

that period.  

At the end of life, hours per release increased again. 

This may be impacted by the aging system and the 

loss of experienced developers due to promotion into 

management or retiring. Additionally, the increase in hours may 

be required to support obsolete computing hardware or software, 

including obsolete software languages. 

Figure 13. Software Changes Over Time 

Table 6. Hours Per Release 

Statistic Full Trimmed 

Count 329 295 

Median 2,940.0 2,614.0 

Min: 2.0 2.0 

Max: 731,605.0 99,298.0 

1st Quartile 1,225.4 1,094.4 

3rd Quartile 10,560.0 7,606.2 

IQR 9,334.6 6,511.8 

K 2.1  

Outlier-L -18,377.2  

Outlier-H 30,162.6  
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4.2.4 Unit Cost Over Time 

Next, unit cost5 over time was analyzed. The data 

statistics are in Table 7. The trimmed data is a 9% 

reduction from the full dataset. 

Figure 15 shows the unit cost starts increasing. 

There is an inflection point around year eight and 

unit cost decreases until around year twelve. This 

rise and fall in cost could be attributed to the 

same reasons discussed earlier, although the 

inflection points are a little bit later than in the 

previous scatter plot sets.  

Interpreting the rise and fall in unit cost can be 

challenging. The unit cost will not change if effort 

and the number of software changes rise or fall 

together. Unit cost rises if effort increases, or if 

effort stays the same and the number of software changes decrease. Unit cost falls if effort 

 
5 Unit cost is defined here as the number of release hours per software change. 

Figure 14. Release Hours Over Time 

Table 7. Unit Cost per Release 

Statistic Full Trimmed 

Count 329 299 
Median 225.9 181.6 
Min: 2.0 2.0 
Max: 22,242.1 1,910.0 
1st Quartile 60.8 56.3 
3rd Quartile 756.6 521.6 
IQR 695.8 465.3 
K 2.1  

Outlier-L -1,400.4  

Outlier-H 2,217.8  
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remains the same and the number of software changes increases. 

Comparing the trimmed data scatter plots in Figure 13 and Figure 14 to Figure 15, it can be 

observed that software changes increase slowly but hours start with a high value and increase 

faster than the increase in changes. The effort continues to increase at a faster rate than changes 

until around year eight when the rate of change reverses between effort and changes. Around 

year twelve, effort starts increasing faster than changes again and reaches a steady state around 

year twenty. At year thirty, both hours and changes increase as shown in the respective scatter 

plots, but the effort increases slower than the increase in changes thus reducing unit cost. 

The cost of maintaining systems increasing with age is a well-documented phenomenon. In 

multiple reports from the Government Accountability Office, the data on government legacy IT 

systems, for instance, shows that older IT system support costs increase over time. The reasons 

are many, but generally there is the problem of aging hardware that needs to be replaced, vendor 

software that is no longer supported or only supported at a premium through the vendor (e.g., 

operating systems, support tools, programming language), the lack of personnel with requisite 

skills to support the system, and a system that has been changed so many times that any change 

risks causing more problems or outright operational failure. The data gathered by GAO indicates 

that legacy IT support costs have risen in government systems by over 9 percent alone from 2010 

to 2017. It also notes that rising support costs are taking funding away from modernizing IT 

systems that could provide more efficient and effective government operations. 

  

Figure 15. Unit Cost Over Time 
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4.2.5 RT Super-Domain Unit Cost 

The data can be segmented using different 

strategies, e.g., super domains, commodities, 

ACAT levels. The results for the RT super 

domain are presented here. The data statistics are 

in Table 8.  

Figure 16 shows the scatter plots for RT unit 

cost, the trimmed dataset is on the right. The rise 

and fall of unit costs are more pronounced in the 

figure. In the right graphic, starting with year one 

the unit cost is 407 and starts increasing. There is 

an inflection point around year eight and unit 

cost decreases until around year twelve. The 

right graphic shows a larger decrease in unit cost 

after year twenty-five than shown in Figure 15. 

That implies that other super domains have a shallower decrease, warranting further 

investigation with the ENG, AIS and SUP super domains and with other segmenting strategies.  

Table 8. RT Unit Cost per Release 

Statistic Full Trimmed 

Count 103 95 

Median 458.1 407.4 

Min: 4.0 4.0 

Max: 9,768.0 3,926.5 

1st Quartile 108.6 78.8 

3rd Quartile 1,404.8 1,130.6 

IQR 1,296.2 1,051.8 

K 2.1  

Outlier-L -2,613.4  

Outlier-H 4,126.8  

 

Figure 16. RT Unit Cost Over Time 
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5 Implications for Software Cost 

The analysis in section 4 demonstrates clearly that unit cost changes over time. Cost increase 

tends to occur in the first seven years in the O&S phase. After that point, unit costs reduce until 

around year twelve. The unit costs begin increasing after that point. This indicates that different 

CERs are needed at different times in the O&S phase. Future analysis will refine these groups 

based on a segmentation strategy. 

Another implication for software cost is in the Development, Security, and Operations 

(DevSecOps) environment. DevSecOps is a software development approach focused on 

continuous development and continuous delivery of software applications from weeks to months 

to years. This means the software will continue to be updated with new functionality in short 

timeframes, including defect resolution on existing software functionality. 

Analyzing software sustainment rhythm provides an opportunity to understand the cost 

implications for DevSecOps. An implementation of DevSecOps is based upon the use of a 

software factory where changes to the software are continuously developed, based on technical 

or mission debt priorities. The amount of technical or mission debt will change over time, with a 

large backlog existing at initial Minimum Viable Product (MVP), as the goal is to deliver a 70 

percent functionally capable solution (at least) as an MVP. In addition, new features and defects 

will continue to evolve over the lifecycle of the system and be added to the backlog. Some initial 

needs may never be prioritized high enough for development if the backlog grows too large.  

If changes to a software application are enhancements and repairs, what is the cost of operating a 

software factory in the face of periods of variable software changes (see Figure 13)? Fixed costs 

aside, at what level do you staff the software factory to deal with the variations likely to be 

encountered? It is unclear whether a software factory will be able to efficiently handle the large 

number of software changes likely to be encountered. The initial unit cost analysis discussed in 

this paper provides some insight into this issue. Of course, this is not a perfect comparison, as 

development will continue to occur in conjunction with maintenance. But it does provide some 

insight.  

For instance, Figure 17 shows the unit cost from Figure 15, right graphic. Line A shows the 

maximum cost trend for release hours per software change. Line B shows the average cost trend. 

Line C shows the lowest cost trend. These points show three different cost/budgeting options for 

making a software change. Which value is the right one?  

Program Managers would be inclined to choose the most optimistic value, line C, thus reducing 

their future committed cost. The development teams would likely choose line A, the worst-case 

scenario, because it would provide enough resources to handle challenging software changes. 

Line B would likely be chosen by an independent cost estimation team, splitting the difference 

between Line A and C. In any case, a constant funding approach does not appear to meet the 

observed needs of our systems. 

In addition to deciding on a unit cost, there is still the challenge in deciding the capacity of the 

software factory, i.e., the number of software changes that can be implemented in a fixed period, 

at acceptable cost, and acceptable functionality to the system’s users.  

A main question for a program contemplating using DevSecOps for a system after it has been 
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deployed, is whether it is feasible to create a software factory? The payback is not assured given 

the very high-overhead required to create the factory and support it. Would the benefits arising 

from a software factory, e.g., encourage more software changes (which might be a good thing), 

or changes that could be deployed faster (i.e., smaller changes deployed more often), outweigh 

the costs? 

DevSecOps further raises the question of what is meant by maintenance. Does the word have 

meaning anymore in a DevSecOps environment?  

6 Conclusion 

In the past, sustainment CERs were developed assuming sustainment actions were relatively 

constant over time, i.e., annual change traffic. There is now data to strongly suggest that this is 

not the case, challenging the prevailing cost estimating assumptions used throughout the 

Department of Defense, and elsewhere. 

The notional concept of the sustainment release profile appears to be valid. Varying amounts of 

change were shown repeatedly in the graphs of software changes over time, Figure 13, release 

hours over time, Figure 14, and unit cost over time, Figure 15. To realistically account for the 

amount and types of software change encountered during sustainment, budgeting approaches 

based on improved estimating methods need to be developed and applied. If not, program 

sustainment budgets will not reflect the actual work needed to be performed, which can lead to 

detrimental effects for the warfighter. 

In addition, the implications of variable software change during sustainment must be explored 

further for the DevSecOps environment. It is unclear that the types and kinds of software 

Figure 17. DevSecOps Implications 

A 

B 

C 
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changes, as well as the longevity of DoD systems, have been fully considered using the 

DevSecOps approaches being touted for DoD. Mature DevOps approaches being used in 

commercial environments may not be completely relevant to the weapon and business 

environments found within DoD. The implications of software change on the creation of a 

software factory need to be explored further, especially in the case of creating a software factory 

to support systems already in sustainment. 

The next steps are to investigate time grouped CERs segmented by Super Domain and ACAT 

level which may result in more accuracy. These two segments proved effective in previous work. 

Additionally, the outliers will be investigated for causes such as enhancements and upgrades. 
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Appendices 

A. Acronyms 
ACAT Acquisition Category 

AIS Automated Information Systems Super Domain 

C5ISR Command, Control, Computers, Communications, Cyber, Intelligence, 

Surveillance, and Reconnaissance 

CER Cost Estimating Relationship 

COTS Commercial Off the Shelf (includes Government supplies and Open Source) 

DevSecOps Development, Security, and Operations 

ENG Engineering Super Domain 

FRP Full-Rate Production 

GOTS Government Off The Shelf 

IAVA Information Assurance Vulnerability Alert 

Loess Locally Estimated Scatterplot Smoothing 

ICEAA International Cost Estimating and Analysis Association 

IQR Inter-Quartile Range 

LRP Low-Rate Production 

MS-C Acquisition Milestone C 

O&S Operations and Sustainment 

POR Program of Record 

PDSS Post-Deployment Software Support 

PPSS Post-Production Software Support (the phase after PDSS) 

RT Real-Time Super Domain 

SRDR-M Software Resources Data Report for Maintenance 

SC Software Changes 

SD Super Domain 

SLOC Source Lines of Code 

SUP Support Super Domain 

SWM Software Maintenance 

SWS Software Sustainment 

THrs Total Release Hours 

TSC Total Software Changes 

WBS Work Breakdown Structure  

 

B. References 

[1] Tukey, J.S. Exploratory Data Analysis, Addison-Wesley, Reading MA, 1977 

[2] Hoaglin, D.C., Iglewiez, B., and Tukey, J.W. “Performance of some resistant rules for outlier 

labeling,” Journal of American Statistical Association, 1986, 81, 991-999. Labeling the 

technique “Outlier Labeling Rule.” 

[3] Hoaglin, D.C. and Iglewiez, B., “Fine tuning some resistant rules for outlier labeling,” 

Journal of American Statistical Association, 1987, 82, 1147-1149. 

Presented for the ICEAA 2021 Online Workshop - www.iceaaonline.com




