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Overview
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• Background
• Cloud Infrastructure vs. On-Premise Architecture
• AWS Cloud Overview

• Technical Requirements
• Compute, Storage, and Other considerations
• Usage Considerations

• Methodologies Available
• Limited Technical Inputs – PRICE® CER

• Adjusting for Environment (GovCloud, C2S, SC2S)
• Assessing Risk and Uncertainty

• Mid-Range Technical Inputs – NRO CAAG Excel Model
• Assessing Risk and Uncertainty

• Detailed Technical Inputs – AWS Monthly Calculator
• Adjusting for Environment (GovCloud, C2S, SC2S)
• Assessing Risk and Uncertainty

• Results

• Special Bonus

• Key Take-Aways

Cumulonimbus
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Technical Overview
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Cloud Infrastructure vs. On-Premise Architecture
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• On-Premise: Entire Traditional IT Infrastructure owned and maintained by Organization
• Cloud: IT Infrastructure (IaaS or PaaS) leased from external organization (e.g. AWS, Microsoft Azure, etc.) that owns and 

maintains IaaS or PaaS portion for leasing Organization
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AWS Cloud Environments
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• Amazon Web Services (AWS) offers multiple Environments –Commercial, GovCloud (Unclass), SC2S (Secret), and C2S 
(Top Secret) Environments; Depicted Regions are notional locations for example purposes only

• Each Region has multiple Availability Zones within each; Regions and Availability Zones indicate where IT Infrastructure 
/ Data Centers are physically located across the globe
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Technical Requirements
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• Technical Requirements
• Limited: 

• Compute: Virtual CPUs - Memory (GiB)
• Storage: EBS, S3, Glacier

• Mid-Range:
• Compute: Virtual CPUs - Memory (GiB), OS (Linux, Windows, RHEL, etc.), Instance 

Type (General Purpose, Compute Optimized, Memory Optimized, etc.)
• Storage: EBS, S3, Glacier

• Detailed:
• Compute: Virtual CPUs - Specific Instance Type (m5.large, c5.large, t2.small, etc.), OS 

(Linux, Windows, RHEL, etc.)
• Storage: EBS, S3, Glacier

• All Scenarios
• Consumption vs. Capacity: Account for usage of compute instances rather than total 

possible amount
• Reserved vs. On-Demand: Reserve up-front a set amount of compute instances at a reduced 

price vs. paying on-demand for usage
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Limited Technical Input
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Limited Technical Input Methodology
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• Requirements:
• Compute: Virtual CPUs - Memory (GiB)
• Storage: EBS, S3, Glacier

• PRICE® Systems, LLC – Multiple CERs – Compute
• Developed using primarily commercial data from multiple cloud providers (Amazon, 

Microsoft, Google, IBM, Oracle, Alibaba)

• Presented at ICEAA 2021 “Developing CERs to Estimate Commercial IaaS Costs for Federal IT 
Systems” by Cara Cuiule and Will Gbelle

CER:

Input Variable Min Max Mean Mode Results: Log Space

vCPU 1 32 10.077 8 Adjusted R^2 0.933

Memory 0.5 1047.97 71.927 34.36 Standard Error 0.354

2,441 Datapoints

Hourly Rate = Exp(0.444 * [ln_CPUs] + 0.019 * [ln_LocalDisk] + 0.590 * [ln_Memory] -3.787)
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Limited Technical Input Methodology
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• Storage: 
• AWS Commercial Pricing for File, Object, and Block Storage

• File Storage
• Data stored in Files: Files are organized in folders and 

arranged into directories and subdirectories in a 
hierarchical fashion

• Priced using Elastic File System (EFS)

• Object Storage
• Unstructured Data: Data (Audio, Video, Imagery, 

Documentation) with a unique identifier and metadata
• Priced using Simple Storage Service (S3)

• Glacier used for Cold Storage

• Block Storage
• High Performance Storage: Data is broken into pieces 

(blocks) and physically distributed to maximize efficiency
• Each block has a unique identifier allowing the storage 

system to put the blocks back together as needed
• Priced using Elastic Block Storage (EBS)

Charge Commercial Pricing

GB-Month $0.10 per GB-month

GB-Month $0.125 per GB-month
IOPS-Month $0.065 per IOPS-month

GB-Month
Per 1 Million I/O requests

GB-Month $0.05 per GB-month

GB-Month $0.045 per GB-month

GB-Month $0.025 per GB-month

Snapshots to S3

HDD Throughput Optimized Volumes

HDD Cold Volume

Elastic Block Storage (EBS)

General Purpose (SSD) Volumes

IOPS (SSD) Volumes

Magnetic Volumes

• Note: PRICE® Systems has generic pricing available for use with CERs for when Cloud provider is unknown
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Compute Methodology

Number of Instances x Hourly Instance Rate [CER] x 24 
[Hours per Day] x 30.5 [Avg Days per Month] x 12 [Months 
per Year] x Environment Scaling Factor [GovCloud, SC2S, 

C2S] x Site Shift Factor x Consumption Factor x AWS Factor

Storage Methodology

Amount of Storage [GB] x Cost per GB Month x Environment 
Scaling Factor x AWS Factor
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Scaling Factor for Environment (GovCloud)
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• AWS Government Environments (GovCloud, SC2S, C2S) have specific pricing that is higher than Commercial offerings
• GovCloud and Commercial hourly instance rates from Amazon EC2 On-Demand Pricing Guide (Aug 2020)
• Calculated scaling factors for hourly instance by Environment, Operating System, and Instance Type
• When Operating System or Instance type is unknown, Overall Average can be applied

Instance Type
Linux/UNIX 

Usage

Red Hat 
Enterprise Linux 

Usage
Windows Usage

Windows with 
SQL Standard 

Usage

Windows with 
SQL Web Usage

Windows with 
SQL Enterprise 

Usage
Average

t3.medium 117.3% 107.1% 112.0% 105.6% 110.5%
m5.large 126.0% 116.0% 113.3% 103.7% 109.8% 113.8%
m5.2xlarge 126.0% 119.5% 113.3% 105.8% 111.3% 102.7% 113.1%
m5.12xlarge 126.0% 124.7% 113.3% 105.8% 111.3% 102.7% 114.0%
m5a.8xlarge 126.7% 124.4% 112.9% 105.5% 110.9% 102.5% 113.8%
m5d.metal 126.5% 125.9% 114.6% 106.7% 112.6% 103.1% 114.9%

c5.2xlarge 120.0% 114.5% 109.6% 104.1% 108.1% 101.8% 109.7%
c5d.2xlarge 120.8% 115.6% 110.6% 104.7% 109.0% 102.1% 110.5%
c5d.4xlarge 120.8% 117.8% 110.6% 104.7% 109.0% 102.1% 110.9%

g4dn.2xlarge 126.1% 122.2% 117.5% 121.9%
g4dn.8xlarge 126.1% 124.6% 115.5% 122.1%

x1.16xlarge 120.0% 119.6% 113.9% 107.7% 110.4% 104.0% 112.6%
r5.4xlarge 119.8% 117.6% 111.5% 105.5% 109.9% 102.6% 111.1%
r5.16xlarge 119.8% 119.2% 111.5% 105.5% 109.9% 102.6% 111.4%
r5d.16xlarge 120.1% 119.6% 112.3% 106.1% 110.7% 102.9% 112.0%
r5d.24xlarge 120.1% 119.8% 112.3% 106.1% 110.7% 102.9% 112.0%

i3.large 120.5% 114.8% 112.9% 104.4% 110.0% 112.5%
d2.8xlarge 120.0% 119.5% 133.6% 105.3% 119.6%
Average 121.4% 118.2% 112.9% 105.7% 110.0% 102.0% 111.7%

General Purpose - Current Generation

Compute Optimized - Current Generation

GPU Instances - Current Generation

Memory Optimized - Current Generation

Storage Optimized - Current Generation
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Scaling Factor for Environment (Secret)
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• AWS Government Environments (GovCloud, SC2S, C2S) have specific pricing that is higher than Commercial offerings
• Secret hourly instance pricing from AWS Secret Region Monthly Pricing Calculator v1.35 (Apr 2020); Commercial hourly 

instance rates from Amazon EC2 On-Demand Pricing Guide (Aug 2020)
• Calculated scaling factors for hourly instance by Environment, Operating System, and Instance Type
• When Operating System or Instance type is unknown, Overall Average can be applied
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Scaling Factor for Environment (Top Secret)
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• AWS Government Environments (GovCloud, SC2S, C2S) have specific pricing that is higher than Commercial offerings
• Secret hourly instance pricing from AWS Pricing Guide for C2S as of (Sep 2020); Commercial hourly instance rates from 

Amazon EC2 On-Demand Pricing Guide (Aug 2020)
• Calculated scaling factors for hourly instance by Environment, Operating System, and Instance Type
• When Operating System or Instance type is unknown, Overall Average can be applied
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Site Site Shift Schedule Consumption Factor
Site 1 24 x 7 85%
Site 2 16 x 7 85%
Site 3 24 x 7 85%
Site 4 16 x 5 85%
Site 5 16 x 7 85%
Site 6 8 x 5 85%
Site 7 16 x 5 85%

Usage Considerations

14

• Capacity vs. Consumption
• If using On-Premise architecture technical specifications, need to consider Server usage 

(hours per day) rather than pure capacity (24 x 7) since AWS virtual instance costs are 
hourly

• Possible Techniques:
• Measure Usage (Software Tools)
• Account for Site Shift

• Compute calculation assumes maximum capacity for instances (24 x 7 usage); 
Site Shift factor is used to scale Instance hours back to account for operational 
duty hours associated with the applicable sites 

• Account for Server Usage / Consumption
• Compute calculation assumes constant usage / 100% utilization of Instances; 

Consumption factor accounts for down-time between missions, shared compute 
resources in the centralized cloud, etc. to scale capacity down 

Presented for the ICEAA 2021 Online Workshop - www.iceaaonline.com



AWS Additional Costs
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• AWS Additional Costs
• Hourly Instance Costs and Storage Costs per GB Month are the vast majority of AWS 

Cloud Infrastructure costs; however, additional costs are associated with:
• EC2 Considerations (Load Balancing, Elastic IP, Network Traffic, etc.) 
• Storage Considerations (Data In/Out – GET, PUT, COPY, LIST, etc.)
• Amazon Service Offerings (CloudWatch, Budgets, CloudTrail, WorkSpaces, etc.)
• Enterprise Support

• Calculated actual wrap factors from AFLCMC projects

Cloud One (Cobra) Actuals 4.3%

NRO CAAG Model % 5.8%

DCGS Program Actuals 6.7%

CYBER COM 11.7%

Average 7.6%

Amazon Services Factor
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Methodology and Uncertainty Implementation
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• Compute Methodology: Number of Instances x Hourly Instance Rate [CER] x 24 [Hours 
per Day] x 30.5 [Avg Days per Month] x 12 [Months per Year] x Environment Scaling 
Factor [GovCloud, SC2S, C2S] x Site Shift Factor x Consumption Factor x AWS Factor

• Uncertainty Considerations
• CER Uncertainty #1: CER Inputs

• vCPUs
• Memory
• Local Disk

• CER Uncertainty #2: CER Residuals
• Number of Instances
• Environment Scaling Factor
• Site Shift Factor
• Consumption Factor
• AWS Factor

• CER is used with early stage requirements definition / limited technical inputs – expectation of more uncertainty, wider 
distributions, higher margin @ mean

Cirrocumulus
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Mid-Range Technical 
Input
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Mid-Range Technical Input Methodology
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• Requirements:
• Compute: Virtual CPUs - Memory (GiB), OS (Linux, Windows, RHEL, etc.), Instance Type 

(General Purpose, Compute Optimized, Memory Optimized, etc.)
• Storage: EBS, S3, Glacier

• NRO CAAG Cost Model
• Developed using specific pricing data for GovCloud, SC2S, and C2S and factors based on historical 

NRO data
• Presented at ICEAA 2020 “Commercial Cloud Model (C3M)” by Ryan Timm, James Smirnoff, and 

Hassan Souiri
• Detailed, inclusive model with factors for any scenario (Billing Type, Annual Price Reductions, AWS 

Factors)
• Ability to forecast future annual price reductions for Compute and Storage costs
• Inability to access behind-the-scenes data or apply input-specific uncertainty distributions

vCPUs
Memory/CPU            

(GB) Use Case
Hours / 

Day Usage
SC2S App 1 - Server 1 Prod Compute Constant 8         4                 General Purpose 24
SC2S App 1 - Server 2 Prod Compute Constant 4         4                 General Purpose 24
SC2S App 1 - Server 3 Prod Compute Constant 4         4                 General Purpose 24
SC2S App 1 - Server 4 Prod Compute Constant 8         4                 General Purpose 24
C2S App 1 - Server 1 Prod Compute Constant 8         4                 General Purpose 24
C2S App 1 - Server 2 Prod Compute Constant 4         4                 General Purpose 24
C2S App 1 - Server 3 Prod Compute Constant 4         4                 General Purpose 24
C2S App 1 - Server 4 Prod Compute Constant 8         4                 General Purpose 24

Compute
Cloud 

Service Type

DEV / 
TEST / 
PROD

IC Cloud 
Provider

Usage 
ProfileItem Description
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Methodology

((NRO Model Compute Total Cost x Site Shift Factor) + NRO 
Model Storage Total Cost) x Consumption Factor

Presented for the ICEAA 2021 Online Workshop - www.iceaaonline.com



Site Site Shift Schedule Consumption Factor
Site 1 24 x 7 85%
Site 2 16 x 7 85%
Site 3 24 x 7 85%
Site 4 16 x 5 85%
Site 5 16 x 7 85%
Site 6 8 x 5 85%
Site 7 16 x 5 85%

Usage Considerations

20

• Capacity vs. Consumption
• If using On-Premise architecture technical specifications, need to consider Server usage 

(hours per day) rather than pure capacity (24 x 7) since AWS virtual instance costs are 
hourly

• Possible Techniques:
• Measure Usage (Software Tools)
• Account for Site Shift

• Compute calculation assumes maximum capacity for instances (24 x 7 usage); 
Site Shift factor is used to scale Instance hours back to account for operational 
duty hours associated with the applicable sites 

• Account for Server Usage / Consumption
• Compute calculation assumes constant usage / 100% utilization of Instances; 

Consumption factor accounts for down-time between missions, shared compute 
resources in the centralized cloud, etc. to scale capacity down 
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Methodology and Uncertainty Implementation
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• Methodology: ((NRO Model Compute Total Cost x Site 
Shift Factor) + NRO Model Storage Total Cost) x 
Consumption Factor)

• Uncertainty Considerations
• Group 1: Risk directly applied

• Compute Total Cost
• Storage Total Cost
• Site Shift
• Consumption Factor

• Group 2: Risk ascertained from individual 
scenarios modifying inputs within NRO Tool

• Number of Instances
• AWS Instance Hourly Rate

• Operating System
• vCPUs
• Memory
• Local Disk

• AWS Factor

• NRO Model allows for more fine-tuned inputs and specific pricing; inability to access behind-the-scenes data and 
implement input-specific uncertainty

• Scenarios to develop risk ranges can be run directly within the NRO tool as desired

Cirrus
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Detailed Technical Input
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Detailed Technical Input Methodology

23

• Requirements:
• Compute: Virtual CPUs - Specific Instance Type (m5.large, c5.large, t2.small, etc.), OS 

(Linux, Windows, RHEL, etc.)
• Storage: EBS, S3, Glacier

• Amazon Simple Monthly Calculator
• The Simply Monthly Calculator is an online resource available to the public and provides 

Commercial pricing data
• Specific pricing sheets are available for GovCloud, SC2S, and C2S and require 

contacting an AWS representative
• Most detailed build-up requires inputs for every desired service and specific parameters 

associated with each 
• Insight into specific data and ability to assess uncertainty on every input variable
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Compute Methodology

Number of Instances x Hourly Instance Rate [AWS EC2] x 24 
[Hours per Day] x 30.5 [Avg Days per Month] x 12 [Months 
per Year] x Environment Scaling Factor [GovCloud, SC2S, 

C2S] x Site Shift Factor x Consumption Factor x AWS Factor

Storage Methodology

Amount of Storage [GB] x Cost per GB Month x Environment 
Scaling Factor x AWS Factor
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Scaling Factor for Environment (GovCloud)
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• AWS Government Environments (GovCloud, SC2S, C2S) have specific pricing that is higher than Commercial offerings
• GovCloud and Commercial hourly instance rates from Amazon EC2 On-Demand Pricing Guide (Aug 2020)
• Calculated scaling factors for hourly instance by Environment, Operating System, and Instance Type
• When Operating System or Instance type is unknown, Overall Average can be applied

Instance Type
Linux/UNIX 

Usage

Red Hat 
Enterprise Linux 

Usage
Windows Usage

Windows with 
SQL Standard 

Usage

Windows with 
SQL Web Usage

Windows with 
SQL Enterprise 

Usage
Average

t3.medium 117.3% 107.1% 112.0% 105.6% 110.5%
m5.large 126.0% 116.0% 113.3% 103.7% 109.8% 113.8%
m5.2xlarge 126.0% 119.5% 113.3% 105.8% 111.3% 102.7% 113.1%
m5.12xlarge 126.0% 124.7% 113.3% 105.8% 111.3% 102.7% 114.0%
m5a.8xlarge 126.7% 124.4% 112.9% 105.5% 110.9% 102.5% 113.8%
m5d.metal 126.5% 125.9% 114.6% 106.7% 112.6% 103.1% 114.9%

c5.2xlarge 120.0% 114.5% 109.6% 104.1% 108.1% 101.8% 109.7%
c5d.2xlarge 120.8% 115.6% 110.6% 104.7% 109.0% 102.1% 110.5%
c5d.4xlarge 120.8% 117.8% 110.6% 104.7% 109.0% 102.1% 110.9%

g4dn.2xlarge 126.1% 122.2% 117.5% 121.9%
g4dn.8xlarge 126.1% 124.6% 115.5% 122.1%

x1.16xlarge 120.0% 119.6% 113.9% 107.7% 110.4% 104.0% 112.6%
r5.4xlarge 119.8% 117.6% 111.5% 105.5% 109.9% 102.6% 111.1%
r5.16xlarge 119.8% 119.2% 111.5% 105.5% 109.9% 102.6% 111.4%
r5d.16xlarge 120.1% 119.6% 112.3% 106.1% 110.7% 102.9% 112.0%
r5d.24xlarge 120.1% 119.8% 112.3% 106.1% 110.7% 102.9% 112.0%

i3.large 120.5% 114.8% 112.9% 104.4% 110.0% 112.5%
d2.8xlarge 120.0% 119.5% 133.6% 105.3% 119.6%
Average 121.4% 118.2% 112.9% 105.7% 110.0% 102.0% 111.7%

General Purpose - Current Generation

Compute Optimized - Current Generation

GPU Instances - Current Generation

Memory Optimized - Current Generation

Storage Optimized - Current Generation
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Scaling Factor for Environment (Secret)
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• AWS Government Environments (GovCloud, SC2S, C2S) have specific pricing that is higher than Commercial offerings
• Secret hourly instance pricing from AWS Secret Region Monthly Pricing Calculator v1.35 (Apr 2020); Commercial hourly 

instance rates from Amazon EC2 On-Demand Pricing Guide (Aug 2020)
• Calculated scaling factors for hourly instance by Environment, Operating System, and Instance Type
• When Operating System or Instance type is unknown, Overall Average can be applied
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Scaling Factor for Environment (Top Secret)
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• AWS Government Environments (GovCloud, SC2S, C2S) have specific pricing that is higher than Commercial offerings
• Secret hourly instance pricing from AWS Pricing Guide for C2S as of (Sep 2020); Commercial hourly instance rates from 

Amazon EC2 On-Demand Pricing Guide (Aug 2020)
• Calculated scaling factors for hourly instance by Environment, Operating System, and Instance Type
• When Operating System or Instance type is unknown, Overall Average can be applied
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Site Site Shift Schedule Consumption Factor
Site 1 24 x 7 85%
Site 2 16 x 7 85%
Site 3 24 x 7 85%
Site 4 16 x 5 85%
Site 5 16 x 7 85%
Site 6 8 x 5 85%
Site 7 16 x 5 85%

Usage Considerations

28

• Capacity vs. Consumption
• If using On-Premise architecture technical specifications, need to consider Server usage 

(hours per day) rather than pure capacity (24 x 7) since AWS virtual instance costs are 
hourly

• Possible Techniques:
• Measure Usage (Software Tools)
• Account for Site Shift

• Compute calculation assumes maximum capacity for instances (24 x 7 usage); 
Site Shift factor is used to scale Instance hours back to account for operational 
duty hours associated with the applicable sites 

• Account for Server Usage / Consumption
• Compute calculation assumes constant usage / 100% utilization of Instances; 

Consumption factor accounts for down-time between missions, shared compute 
resources in the centralized cloud, etc. to scale capacity down 
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AWS Additional Costs
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• AWS Additional Costs
• Hourly Instance Costs and Storage Costs per GB Month are the vast majority of AWS 

Cloud Infrastructure costs; however, additional costs are associated with:
• EC2 Considerations (Load Balancing, Elastic IP, Network Traffic, etc.) 
• Storage Considerations (Data In/Out – GET, PUT, COPY, LIST, etc.)
• Amazon Service Offerings (CloudWatch, Budgets, CloudTrail, WorkSpaces, etc.)
• Enterprise Support

• Calculated actual wrap factors from AFLCMC projects

Cloud One (Cobra) Actuals 4.3%

NRO CAAG Model % 5.8%

DCGS Program Actuals 6.7%

CYBER COM 11.7%

Average 7.6%

Amazon Services Factor
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Methodology and Uncertainty Implementation
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• Compute Methodology: Number of Instances x Hourly Instance Rate [AWS EC2] x 24 
[Hours per Day] x 30.5 [Avg Days per Month] x 12 [Months per Year] x Environment 
Scaling Factor [GovCloud, SC2S, C2S] x Site Shift Factor x Consumption Factor x AWS 
Factor

• Uncertainty Considerations
• Number of Instances
• AWS Instance Hourly Rate

• Operating System
• vCPUs
• Memory
• Local Disk

• Environment Scaling Factor
• Site Shift
• Consumption Factor
• AWS Factor

• CER is used with early stage requirements definition / limited technical inputs – expectation of more uncertainty, wider 
distributions, higher margin @ mean

Stratus
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Application Results
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• Not a perfect comparison – Number of input variables, associated Risk Ranges, Correlation impact risk adjusted results
• Fairly similar results in all 3 scenarios
• PRICE® CER includes data from multiple vendors (Amazon, Google, Microsoft, Oracle, IBM, Alibaba)
• For selected instance type, AWS is cheaper than other vendors resulting in higher results from CER
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Instance Type Operating System
Reserved Instance Monthly 

Costs (3 Yr All Upfront)
Reserved Instance Monthly 

Costs (1 Yr No Upfront )
On Demand Instance 

Monthly  Costs
% Savings for 3 Yr All 

Upfront Reserved Instance
% Savings for 1 Yr No 

Upfront Reserved Instance
t3.xlarge Linux 45.67 76.14 121.81 63% 37%
t3a.2xlarge Linux 82.56 137.68 220.19 63% 37%
m5.large Linux 26.37 43.8 70.28 62% 38%
m5.8xlarge Linux 421.62 706.64 1124.36 63% 37%
m5d.2xlarge Linux 124.06 208.05 330.87 63% 37%

Instance Type Operating System
Reserved Instance Monthly 

Costs (3 Yr All Upfront)
Reserved Instance Monthly 

Costs (1 Yr No Upfront )
On Demand Instance 

Monthly  Costs
% Savings for 3 Yr All 

Upfront Reserved Instance
% Savings for 1 Yr No 

Upfront Reserved Instance
t3.xlarge RHEL 89.48 119.94 165.73 46% 28%
t3a.2xlarge RHEL 177.48 232.58 315.35 44% 26%
m5.large RHEL 70.14 87.6 114.2 39% 23%
m5.8xlarge RHEL 516.5 801.54 1219.52 58% 34%
m5d.2xlarge RHEL 218.98 302.95 426.03 49% 29%

Instance Type Operating System
Reserved Instance Monthly 

Costs (3 Yr All Upfront)
Reserved Instance Monthly 

Costs (1 Yr No Upfront )
On Demand Instance 

Monthly  Costs
% Savings for 3 Yr All 

Upfront Reserved Instance
% Savings for 1 Yr No 

Upfront Reserved Instance
t3.xlarge Windows 99.39 129.87 175.68 43% 26%
t3a.2xlarge Windows 190.03 245.14 327.94 42% 25%
m5.large Windows 93.5 110.96 137.62 32% 19%
m5.8xlarge Windows 1496.17 1781.2 2201.86 32% 19%
m5d.2xlarge Windows 392.7 476.69 600.24 35% 21%

Instance Type Operating System
Reserved Instance Monthly 

Costs (3 Yr All Upfront)
Reserved Instance Monthly 

Costs (1 Yr No Upfront )
On Demand Instance 

Monthly  Costs
% Savings for 3 Yr All 

Upfront Reserved Instance
% Savings for 1 Yr No 

Upfront Reserved Instance
t3.xlarge Windows SQL Std 449.81 480.27 527.04 15% 9%
t3a.2xlarge Windows SQL Std 890.84 945.94 1030.66 14% 8%
m5.large Windows SQL Std 443.92 461.36 488.98 9% 6%
m5.8xlarge Windows SQL Std 4299.37 4584.4 5012.74 14% 9%
m5d.2xlarge Windows SQL Std 1093.5 1177.49 1302.96 16% 10%

Instance Type Operating System
Reserved Instance Monthly 

Costs (3 Yr All Upfront)
Reserved Instance Monthly 

Costs (1 Yr No Upfront )
On Demand Instance 

Monthly  Costs
% Savings for 3 Yr All 

Upfront Reserved Instance
% Savings for 1 Yr No 

Upfront Reserved Instance
t3.xlarge Windows SQL Web 148.75 179.22 225.17 34% 20%
t3a.2xlarge Windows SQL Web 288.73 343.83 426.91 32% 19%
m5.large Windows SQL Web 142.87 160.6 187.4 24% 14%
m5.8xlarge Windows SQL Web 1890.95 2175.4 2597.87 27% 16%
m5d.2xlarge Windows SQL Web 491.39 575.24 699.06 30% 18%

Instance Type Operating System
Reserved Instance Monthly 

Costs (3 Yr All Upfront)
Reserved Instance Monthly 

Costs (1 Yr No Upfront )
On Demand Instance 

Monthly  Costs
% Savings for 3 Yr All 

Upfront Reserved Instance
% Savings for 1 Yr No 

Upfront Reserved Instance
t3.xlarge Windows SQL Ent 1194.39 1224.87 1273.68 6% 4%
t3a.2xlarge Windows SQL Ent 2380.03 2435.14 2523.94 6% 4%
m5.8xlarge Windows SQL Ent 10256.17 10541.2 10985.86 7% 4%
m5d.2xlarge Windows SQL Ent 2582.7 2666.69 2796.24 8% 5%

Reserved vs On-Demand Savings
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Key Take-Aways

33

• Cloud Infrastructure costs are dependent on technical requirements: Compute, Storage, 
& Other Considerations

• Depending on the level of technical input you are provided, there are 3 options for 
Cloud Infrastructure estimation:

• Limited Technical Inputs – PRICE® CER
• Mid-Range Technical Inputs – NRO CAAG Excel Model
• Detailed Technical Inputs – AWS Monthly Calculator

• Risk adjusted results are more pessimistic in earlier stages with less technical 
requirements definition
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Back-Up
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Gibibytes
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• AWS measures Instance Memory in Gibibytes (GiB)
• Gibibytes use the binary definition and powers of 2 rather than powers of 10

• 1 Gibibyte = 2^30 Bytes = 1,073,741,824 Bytes
• 1 Gigabyte = 10^9 Bytes = 1,000,000,000 Bytes

• 1 Gibibyte ≈ 1.074 Gigabytes

• Usage in Industry
• Communications, Electronics, and Physics related industries likely use 

decimal systems metric units
• IT and Data Storage industries likely use Binary system/non-metric units
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Uncertainty – CER Residuals
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• Objective Uncertainty – Parametric CERs – Summary of How to define Parametric 
Objective Uncertainty [JA CSRUH 16Sep2014]

• Statistical Tool: Use the statistical tool that is used to perform the 
regression analysis to generate a prediction interval for the estimate

• Calculate the Prediction Interval: If, in addition to the CER equation, detail 
statistical results of the regression are available, use the mathematics of 
Appendix A.8.5 or A.8.8 to calculate a Prediction Interval

• Estimate the Prediction Interval: If only the CER equation and its standard 
error are available, use the guidance of Appendix A.8.3 to estimate a 
standard error adjusted for the particular estimate
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Uncertainty – CER Residuals
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• Objective Uncertainty – Parametric CERs – Summary of How to 
define Parametric Objective Uncertainty [JA CSRUH 16Sep2014]

• If no statistical information is available, then the Adjusted Standard Error 
can be chosen subjectively based on a subjective distance assessment of 
the primary independent variable and the relative sample size
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Uncertainty – Environment Scaling Factor for Linux OS (Secret)
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• Based on CO$TAT distribution finder, there was no distribution of Statistical significance for Linux Hourly Instance % of 
Commercial Environment that equates to Secret Environment pricing

• Implemented Custom CDF Risk Distribution to fit the dataset around the Mean value

Sample Beta BetaPERT Triangular Normal Student's-t
Mean 2.1884 2.1884 2.1854 2.1834 2.1884 2.1884
StdDev 0.2085 0.2085 0.2085 0.2086 0.2085 0.2085
CV 0.0953 0.0953 0.0954 0.0956 0.0953 0.0953
Min 1.6346 1.6346 1.1077 1.6025
Mode 2.3750 2.3843 2.3843 2.1884 2.1884
Max 2.3843 2.3956 2.4679 2.5635
Alpha 1.1929 4.7541
Beta 0.4464 1.2459
Degrees of Freedom 50
Count or % <= 0 52 None None None 0.00% 100.00%
Standard Error of Estimate 0.0418 0.0518 0.0581 0.0840 0.0853
Rank 1 2 3 4 5
SEE / Fit Mean 1.91% 2.37% 2.66% 3.84% 3.90%
Chi^2 Fit test 9 Bins, Sig 0.05 Poor (0%) Poor (0%) Poor (0%) Poor (0%) Poor (0%)
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Scaling Factor for Secret Environment – Storage
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• Scaling factors vary for Storage options between S3, Glacier, and EBS; The type of storage must be considered when 
calculating Cloud costs for a classified environment.

S3 - Standard 
Storage

S3 -Infrequent 
Access Storage

S3 - One Zone 
Storage

Amazon Glacier 
Storage

Amazon Glacier 
Deep Archive 

Storage
First 50 TB/Month 217% 288% 288% 250% 381%
Next 450 TB/Month 214% 288% 288% 250% 381%
Over 500 TB/Month 210% 288% 288% 250% 381%

Simple Storage Services (S3) Glacier
Top Secret - % of 

Commercial Pricing (per GB)

Charge Top-Secret Pricing Commercial Pricing % of Commercial

GB-Month $0.125 per GB-month $0.10 per GB-month 125%

GB-Month $0.13625 per GB-month $0.125 per GB-month 109%
IOPS-Month $0.109 per IOPS-month $0.065 per IOPS-month 168%

GB-Month $0.054500 per GB-month $0.05 per GB-month 109%

GB-Month $0.056000 per GB-month $0.045 per GB-month 124%

GB-Month $0.031000 per GB-month $0.025 per GB-month 124%

Elastic Block Storage (EBS)

IOPS (SSD) Volumes

General Purpose (SSD) Volumes

HDD Cold Volume

HDD Throughput Optimized Volumes

Snapshots to S3
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AWS Cloud Operating Costs

40

• Elastic Block Storage (EBS)
• EBS provides block level storage volumes for use with Amazon EC2 instances
• Priced using AWS Calculator (Databases and File Servers = 

$0.384/GB/Month; All others = $.125/GB/Month)
• EBS is not being implemented into the estimate

• All storage is currently in S3

• Amazon Glacier
• Glacier is a secure, durable, and extremely low-cost cloud storage service 

for data archiving and long-term backup 
• Priced using AWS Calculator ($.006/GB/Month)
• Glacier is not being implemented into the estimate

• Transitioning a portion of the storage from S3 to Glacier will allow for 
cost saving

• Need to get an understanding of the amount of easy accessible data 
stored required by each mission thread
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AWS Cloud Operating Costs
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• Amazon Elastic Compute Cloud (Amazon EC2) Instances
• EC2 is a web service that provides secure, resizable compute capacity in the 

cloud 
• Priced using AWS calculator (price varies by server size)

• For example: On-Demand Instance ($0.096 per instance) vs Reserved 
Instance ($0.061 per instance; $0 up front cost) [Costs specific to 
m5.large Linux instance type]

• Server quantities and size based on current requirements/# of cores/# 
of classification levels

• Amazon Simple Storage Service (Amazon S3) 
• S3 is object storage built to store and retrieve any amount of data from 

anywhere: websites, mobile apps, corporate applications, and data from 
Internet of Things (IoT) sensors or devices 

• Priced using AWS Calculator ($0.066/GB/Month)
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Cloud Image Resources
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• https://fineartamerica.com/featured/1-cumulonimbus-clouds-howard-
bluestein.html

• https://www.istockphoto.com/photo/cirrocumulus-clouds-cloudscape-
gm645173476-117240341

• https://wordlesstech.com/glaciating-cirrus-clouds/

• https://coclouds.com/55/stratus/2011-05-04/
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