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Briefing Purpose 

Public and private entities have taken steps to adopt 
social media platforms to benefit their organization 
Social media tools are readily available in the 
Intelligence Community (IC) 
NRO CAIG management sought to take advantage of 
implementing these platforms and adapting them to their 
processes 
This briefing explores the impact of adopting social 
media tools in a classified work environment as a means 
to improve communication, collaboration and productivity 
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Outline/Topics 

Background 
 
IC Social Media Tools 
 
NRO CAIG Social Media Experience  
 
Capabilities of Social Media 
 
NRO CAIG Guidelines and Best Practices 
 
Suggested Resources  
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What is Social Media? 
Social media is a shift in how people discover, read 
and share news, information, and content 

It is “online content created by people using highly 
accessible and scalable publishing technologies” 1 
Common examples include: 

Facebook/Google+ 

Twitter 

Google Docs 

Web Logs (Blogs) 

These tools facilitate open communication and 
collaboration 
With the use of social media applications, communication 
shifts from monologue to dialogue 
Dialogue educates and builds consensus 

The  Intelligence Community developed similar social 
media tools that can be found on the Intelink platform  
The NRO CAIG completed a study that explored the 
ways that social media tools can enhance efficiency, 
capture knowledge, and improve communication  

Traditional Info 
Sharing 

Social Media 
Info Sharing 

Newspapers, 
Television, Film, etc 

Blogs, Twitter, 
Google Docs, etc 

Edit then publish Publish then edit 

Final products Ever changing 

Web as information Participatory Web 

Centralization Decentralization 

Copyright Open Source, 
Creative Commons 

Encyclopedia Wikipedia 
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Social Media/Intelink Tools 
 Inteldocs 

Document management service 
 Intellipedia 

The IC’s Wikipedia (and more) 
  
 Intelink Blogs 

Secure blogging service, available to all members of the IC for personal or team blogs, 
which can have open or closed access. 

 Communicator 
Secure instant messaging service 

 Tagit 
Social bookmarking 

 eChirp 
Microblogging. Great for quick questions & answers, and open discussion 

 Gallery 
Image sharing 

 IC Connect 
Virtual meeting space. Share desktops across the IC 

 iVideo 
The IC’s YouTube. Great for training videos 
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http://www.intelink.ic.gov/blogs/_nrocaig/
http://chirp.intelink.ic.gov/
http://inteldocs.intelink.ic.gov/browse.php
http://gallery.intelink.ic.gov/
http://intellipedia.intelink.ic.gov/wiki/Main_Page
http://ivideo.intelink.ic.gov/
http://www.intelink.ic.gov/IIM/home.intel


Social Media History in the NRO CAIG 

NRO CAIG’s Earned Value Center of Excellence (ECE) adopted 
Intellipedia and Inteldocs  

Use Inteldocs to publish documents and maintain configuration control and 
provide traceability to the single source of publication 
“NRO Earned Value Management Center of Excellence” Intellipedia page 
provides the IC with a description of the group, services provided, links to EVM 
resources, and ECE POCs with associated directorate and program 

Conducted Social Media Survey 
NRO CAIG’s ECE successful experiences led CAIG Management to ask “What 
are cost analysts missing by not taking advantage of these tools?” 
Although CAIG management was skeptical of the benefits of social media, they 
wanted to further explore the perception of use and ways to utilize the platforms 
How can IC-provided social media tools make us better at what we do? 
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Social Media History in the NRO CAIG 

Held NRO CAIG Brown Bags 
Introduced the primary platforms available, how they can be used, and how they 
are being used by the ECE group 

Intellipedia: collaborative wiki for intelligence-related info.; allow users to start, edit, add or change 
articles any time 
Inteldocs: web-based document storage and management system on Intellipedia (different from 
SharePoint) 
Intelink Blogs: provide an open source platform for creation of pages on any subject giving the creator 
the ability to gather comments and giving users the ability to provide feedback 
eChirp: a microblogging service for situational awareness, tips on breaking events and is an 
additional communication method for real-time collaboration activities 
Instant Messaging: software communications tool that enables real-time conversations 

NRO CAIG initiated the CAIG Blog 
Fosters open discussion on methods and best practices 
Publish conference notes and memos – e.g., DoDCAS 2012 notes 
Technical Exchanges 
Helpful Hints; Excel hot keys and macros 
“Get to know your…fellow CAIG comrade” – provides a “get to know/guess who” 
forum to learn more about fellow employees 

 

Presented at the 2012 SCEA/ISPA Joint Annual Conference and Training Workshop - www.iceaaonline.com



CAIG Social Media Survey Recap 

If available, would you discuss and document some 
topics with blogs, wikis, and other social media 

instead of with email? 

Is the methodology for processes that you and 
others repeat often captured anywhere that others 

can benefit from or repeat in the event of your 
untimely demise (aka, hit by a bus)? 

Do you believe social media could make you more 
effective in your job? 

About the same number of 
people feel CAIG 

methodologies and 
processes were captured as 

those who did not 53% would use social media 
instead of email, if available, and 

only 25% would not 

50% felt social media could make 
them more effective in their job; 
only 20% were sure it would not 

Survey conducted in September and October of 2010 
63% of the NRO CAIG responded 
34% use social media every day outside of work 
21% use social media every day at work 
Email is the most common method currently used for communicating with outside groups 
Respondents were nearly evenly divided as to whether CAIG methodologies are captured in any media 
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NRO CAIG Blog Metrics 

The NRO CAIG Blog exhibits variation in hits since the start of tracking in 
March 2011 
The percentage of current authors has remained constant since tracking of 
usage in December 2011 and the percentage of NRO CAIG blog members 
has increased – More people are gaining interest! 
Overall, the NRO CAIG Blog shows a steady “hit rate” of 75 every 2 weeks 
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To-Date CAIG Blog Hits Daily Cum. Average

12/16/2011 CAIG Usage: 
Current Blog Members Current Authors

78% 43%

03/02/2012 CAIG Usage: 
Current Blog Members Current Authors

89% 37%
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CAIG Staff Members volunteered to voice their opinions about using social media 
applications within the workplace: 
 
 
 
 
 
 
 
 

 
 

 
In general, we found CAIG staff receptive to the idea of using social media, if it is used 
appropriately 
 

NRO CAIG Interview Results 

Pros Concerns 

•  Alleviates dependence on individuals and loss 
of corporate memory 
 
•  Great for background knowledge (open history 
of discussions are better preserved) 
 
•  SharePoint is an easy way to share mutually 
beneficial information with the SPOs 
 
•  Many people find technical tips listed weekly in 
the blog very helpful 
 

•  Learning curve  
 
•  Security and classification concerns  
 
•  Risk of putting information on social media that 
was not intended for the wider community 
 
•  Found to not be helpful for collaboration, when 
participation is lacking 
 
•  People need to be aware of guidelines 
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Social Media Benefits 

Social media provides the framework to expand collaborative capabilities 
Provides an outlet for availability of new resources to all viewers 

Intellipedia ECE webpage provides access to guidance, policy and handbooks used in 
reviews along with contact information for program office reporting POCs and questions 

CAIG Blog provides a method of interaction for quickly getting an answer from a specified 
group of users, potentially including other agencies, allowing for quick inter-agency 
interactions 

Opportunities to explore improvements in configuration control 
Better organization of files; the NRO CAIG ECE group uses Inteldocs to ensure policy and 
official documentation is available and easy to find 

Version Control; the NRO CAIG ECE group can view all versions on Inteldocs, including 
the original document to note changes and updates 

Maintains institutional memory in accessible platforms 
Social media prevents the loss of data and provides a central location where all versions 
of data can be found 

Real (Instant Messaging) and near-real time communication (Chirp) 
Knowing people’s status (away, busy, meeting, etc.), getting an immediate response, and 
quick communication to users in other locations 
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Addressing Concerns 

Distractions occur with or without Social Media; Users must use Discretion 

Concern Mitigation 
Wasting Time Those who tend to waste time always will find a means to do so. 

Time Charging Excessive time spent on these tools is not chargeable. Using social 
media tools for research and estimate efforts is chargeable.  

Time cost to learn tools Learning Social Media Tools is an Investment. As time continues – 
investment is realized.  Tools are developed to be intuitive.  Motivated 
users will develop skills while making progress towards their tasks.  
Learning PowerPoint or some other office product is never given a 
second thought, as should be the case with these tools.  

Some items (like communicator) 
can be more of a distraction 

Similar to wasting time, distraction will occur if employees want it to.  
Communicator is faster for a quick response.  If you can ignore your 
phone, you can ignore an IM (it’s also possible to set it to do not 
disturb). 

Security, classification and 
proprietary information concerns 

Addressed in CAIG guidelines: this is the responsibility of the poster, 
as it is with emails and putting data on the GWAN 

People need to be aware of 
guidelines 

This will be added as a “seen and understand” paper to sign 
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Social Media Guidelines Overview 

With the NRO CAIG’s unique relationship to NRO acquisition authorities and 
contractors, it is forbidden to post IC budget, NRO CAIG Agency Cost 
Positions, analytical products, proprietary methods and models, or 
contractor proprietary data to Intellipedia 
 

Data can be posted to other controlled environments on Intelink, but must 
be done with Government approval 
 

NRO CAIG policy cannot be developed on Intellipedia, though final 
published NRO CAIG policy may be posted to Intellipedia, but only with 
Government approval 
 

Members of the CAIG shall abide by, at a minimum, IC-wide Social Media 
policy guidance, set forth below: 

(U) Classified collaboration rules of the road – Intellipedia 
( ) 

Consider Security and Proprietary concerns before posting materials.  If in 
doubt, get approval first! 
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http://www.intelink.ic.gov/wiki/Classified_collaboration_rules_of_the_road


Intellipedia 
Description: 
• “The IC’s wiki that anyone can edit.” 
• Contains articles, guides, program 

information, user profiles, acronyms, images, 
collaboration requests, etc.   

• Almost anything you want to know about 
intelligence community-related information 
can be found on Intellipedia 

Results and Benefits: 
• Multiple users at multiple locations can work 

together concurrently on similar and multiple 
projects 

• Changes are made immediately 
• Even past/deleted content is saved and 

available for reference 
• Intellipedia data is highly traceable and 

linked, allowing for ease of use and creation 
• In addition to those monitoring the sites, 

users are tracked to ensure accountability 

Key Issues: 
• Intellipedia would not succeed without user 

posts; without added data there would be no 
data 

• Currently, there is no WYSIWYG (What You 
See Is What You Get) capability for 
formatting, so a small amount of code is 
required. 
 

Examples of Use in the CAIG: 
 (Given that guidelines are followed) 
•Gather program mission, directorate, technical 
details, legacy programs, dates, and POCs for 
estimates and research projects 
• NRO CAIG ECE overview page: services, 
POCs, resources  
•EVM and Cost Analysis definitions and 
articles 
• Policy explanations and links 
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Inteldocs 
Description: 
• Document management system 
• Easy-to-use sharing, tracking, securing, and 

managing of documents and records 
• Documents are grouped into groups and 

users 
• Currently, the best way to store and share 

documents across the community 
 
 

Results and Benefits: 
• A central repository for documents with 

document version control 
• Full-text indexing technology allowing search 

within document contents 
• Includes version control to ensure that 

content is changed in a controlled and 
audited manner 

• Subscribing to a document or folder allows 
notifications to be sent via e-mail 

Key Issues: 
• Permissions granted by users with 

administrator permissions 
• Archived documents only accessible by 

administrator of folder 
• Not intuitive 

 
 

 

Examples of Use in the CAIG: 
 (Given that guidelines are followed) 
• Any activity, such as an ACP, in which 

multiple people are modifying the same file 
• Personal inputs to group assignment without 

risk of accidentally using outdated version 
• Posting policy documents, guides, etc. 
• Social Media group used for most recent 

versions of brown bag, interviews and 
surveys 

• Source of working files during network 
outages  
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Intelink Blogs 
Description: 
• Blogs combines text, images, and links to 

other blogs, Web pages, and other media 
related to its topic 

• Many blogs provide commentary or news on 
a particular subject 

• Specifically in the CAIG, personnel post 
items relevant to the CAIG, including new 
ideas, concerns, and issues to discuss with 
other CAIG personnel.   

 
 
 

Results and Benefits: 
• Access granted by administrator – allowing 

some CAIG data to be posted on the blog 
• Makes ideas and information available to all 

CAIG personnel for discussion and 
solutions.   

• Makes information available to personnel 
that start after information is posted (no one 
will ever read the email you sent today that 
starts tomorrow) 

Key Issues: 
• Access granted by administrator 
• Information involving source selections, 

special access programs, and special NRO 
CAIG projects that have limited access are 
not allowed on the CAIG blog.  

• Users have to be proactive about reading, 
and contributing to, the Blog 

 
 
 

Examples of Use in the CAIG: 
 (Given that guidelines are followed) 
• Tech Tips 
• Excel Tricks 
• “Get to know your…DNRO!” 
• “Getting to know your…fellow CAIG 

comrade” 
• Programmatic data, symposium notes, team 

building exercises, seminar notes, charity 
events 
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Some things to keep in mind 

There is no one answer 
Intellipedia will not solve all your problems, nor will anything else available on 
Intelink or social media – by itself 
Use a wiki to capture institutional knowledge, blogs for group discussions, and 
a document management program to share files 

Just because it’s Open Source, doesn’t mean it’s Open 
Rules 

At least browse the guidelines for the tool you’re using before diving into it 
Anyone can edit, post comments, etc., but it’s important to follow the rules 
while doing so 
What’s unique is that you can propose a change to the guidelines if you think of 
something better 

Wiki Tiger Teams are not the way 
Intellipedia is not reviewed for final ”approved” content  
Nobody “owns” content in Intellipedia; users are encouraged to blog/change 
what they think is important or interesting 
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Some things to keep in mind 

Some things to keep in mind from the IC: 
 

“Don’t overestimate the technical ability of those you’re trying to convert; trying to 
“wow” them with technical jargon doesn’t work.” 
 
“Focus on the simple things; if they can just start by sticking with basics, things 
will grow from there.” 
 
“Governance is important; you want to be able to define which tools to use when 
and for what purpose; there has to be some limit to what is posted and how tools 
are used.” 
 
“If you are going to use the tools, you will want management support up and 
down the chain; make sure no one is left out.” 
 
“Work with your senior management to develop ways to implement a standard 
use of Intellipedia in the work unit.” 
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Suggested Reading 

Articles & Papers 
Government 

The Wiki and the Blog: Towards a Complex Adaptive Intelligence Community – D. 
Calvin Adrus, 9/8/2005 (http://www.cia.gov/library/center-for-the-study-of-intelligence/csi-publications/csi-
studies/studies/vol49no3/html_files/Wiki_and_%20Blog_7.htm) 

Vision 2015: A Globally Networked and Integrated Intelligence Enterprise 
(http://www.dni.gov/Vision_2015.pdf) 

E-Government 2.0: Improving Innovation, Collaboration, and Access – Jimmy Wales  
testimony to U.S. Senate Committee on Homeland Security, 12/11/2007 
(http://www.hsgac.senate.gov/download/121107wales) 

Private Sector 
We Are the Web – Kevin Kelly, Wired, 2008 (http://www.wired.com/wired/archive/13.08/tech.html) 

What Is Web 2.0: Design Patterns and Business Models for the Next Generation of 
Software – Tim O’Reilly, 9/30/2005 (http://oreilly.com/web2/archive/what-is-web-20.html) 

Web Squared: Web 2.0 Five Years On – Tim O’Reilly and John Battelle, 2009 
(http://www.web2summit.com/web2009/public/schedule/detail/10194) 

E-Mail Hell – Ross Mayfield, Forbes.com, 10/15/2008 (http://ross.typepad.com/blog/2008/10/email-
hell.html) 

E-Mail Is So Five Minutes Ago – Michelle Conlin, BusinessWeek online, 11/28/2005 
(http://www.businessweek.com/magazine/content/05_48/b3961120.htm) 

Books 
The Wisdom of Crowds – James Surowiecki (Anchor Books, 2005) 
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Suggested Viewing 

Conceptual 
The Machine Is Us/ing Use (4 min) http://youtu.be/6gmP4nk0EOE 

Shift Happens (Did You Know?) (8 min) http://shifthappens.wikispaces.com 

 
Instructional 

Wikis in Plain English (4 min) http://youtu.be/-dnL00TdmLY 

Blogs in Plain English (3 min) http://youtu.be/NN2I1pWXjXI 

Social Bookmarking in Plain English (3 min) http://youtu.be/HeBmvDpVbWc 

RSS in Plain English (4 min) http://youtu.be/0klgLsSxGsU 

Social Networking in Plain English (2 min) http://youtu.be/6a_KF7TYKVe 
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BACKUP 
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Whither Email? 

E-mail is always used in the workplace 
Quick swapping of information; personnel are notified when new e-mail arrives 

Ideas can be presented to a specified audience for feedback 

Challenges associated with e-mail 
Information can be lost if not shared between all applicable recipients  

Especially difficult for maintaining institutional memory 

Information can be sent to the wrong audience 

Users receive data that was not intended for them to view 

Long and multiple e-mail chains are difficult to consolidate and follow 

Large inboxes are time-consuming to delete/organize 

 

Many concerns associated with Social Media can also be attributed to e-mail, 
yet Social Media provides a solution to challenges associated with e-mail  
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Email vs. Social Software Collaboration 

Email Collaboration Social Software Collaboration 
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