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Overview
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 Introduction

* Risk Management Process

« Example Risk Matrix

» Problems associated with Risk Matrix method
» Risk example

» Proposed step-wise process

» Future applications
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Introduction
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« Smaller programs (ACAT lll and below) do not always have a full-time cost analyst
 Decision makers need quick feedback into the impact of new program risks
 The program office estimate (POE) should include risks identified in the risk matrix
 The risk matrix needs the POE to identify risk consequences

« We need to train IPTs to effectively quantify risks

 Can be use to conduct sensitivity analysis to program risks

« Can be used to identify worst-case scenario acquisition cost

« Concept can be applied to the opportunity matrix for should cost analysis
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Risk Management Process

Risk
Identification*

Wy

h

What Can Go Wrong?
* Proposed changes
- Staffing

Risk
Analysis

- Process
- Design
- Supplier
* Transition to production
checklists
* Test failures
» Expectation Shortfalls
* Failure To Perform
* Negative trends
* |ssues list
* ...And more

How Big Is the Risk?
* Likelihood
» Possible consequences
 Categories
- Cost
- Schedule
- Technical
* |dentify the risk level
from the 5x5 risk grid

*Based on comparisons to Program Documentation
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Risk Tracking I

Wy

Risk
Mitigation

Planning

How Can You Reduce
the Risk?

* Avoid by eliminating the
risk cause and/or
consequence

» Control the cause or
consequence

« Transfer the risk

» Assume the risk level and
continue on current plan

¢ ...And more
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How Are Things Going?

» Communicate risks to all
affected parties

* Monitor risk plans

* Review regular status
updates

Wy

Mitigation Plan
Implementation

How Can the Mitigation
Plan Be Implemented?

» Determine what planning,
budget, and requirements
changes are needed

* Review with management
and the customer

* Incorporate the changes

* Implement the plan




Example Risk Matrix
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Problems with the Risk Cube Method

Taken from Module 9 CEBoK
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= Risk Cubes do add value
— They are intuitive to engineers
— Connect with risk management processes

= But, we expect Risk Cube results to be lower than historical cost growth
results suggest

— Be skeptical of the risk register
— Identification and scoring by SMEs makes bias likely

— Any method that relies upon Experts, especially Proposal Team
Experts, will tend to be low

Unit [l - Module 9 CEBoK
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Risk example
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Performance of a computer battery used by 100 students.

Forty of the batteries lasted 2.5 hours, 25 batteries lasted 3 hours, 20
batteries lasted 2 hours, 10 batteries lasted 1.5 hours, and five batteries
lasted 3.5 hours.

Complete the statement - "It is improbable/unlikely that the battery will
last hours”
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We're bad at estimating risk
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60% of participants answered 4 hours despite the fact
that O of the 100 batteries lasted that long.

The same kind of result occurred in a variety of similar
experiments, thereby suggesting that things deemed
improbable or unlikely are frequently interpreted as
having close to a 0% chance of occurring’
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http://www.sciencedirect.com/science/article/pii/S001002771200279X

Proposed solution
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= Train IPT teams to understand what is meant by
“unlikely”

* [ntroduce a step-wise process to elicit triangular
distributions to quantify the cost consequences of risk

= Use the risk distributions to select the consequence
of the risk

= Update the WBS element to include the new risk
distribution
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Example Risk
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= Be sure risks are clearly defined

— Risk Title: Lack of Product Reliability Demonstration

— Root Cause: If Mean Time Between Failure Design Controllable
requirement of 2,000 hours for Product is not demonstrated, then the Fleet
could see high rate of failure with a subsequent increase in Fleet O&S
costs.

— Description of Risk: Rain test in the test plan and test report does not
contain a specified duration or defined time period for the post test
functional check. The rain test was conducted at MET Labs and the post
test functional check was conducted at Vendor. During the Delta Fleet
Assessment one of the Product microphones failed while being used in the
rain. Vendor'’s fault analysis did not provide any information about the root
cause. Given the short duration of the Fleet Assessment and the limited
number of Product, this failure indicates a very low MTBF.

— Consequence if Risk is realized: Performance requirement not met. The
microphone assembly costs about $1,200 to replace. Low MTBF and high
replacement cost will impact Fleet budgets.
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Example Risk
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Lack of Product Reliability Demonstration
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Example Risk cont
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Determine what was the baseline used in the original
POE. How often were the microphones planned on
being replaced?

— Assumed at any given point 60% of the products
were in use, 316 days a year, 13.6 hours per day
(.6*316*13.6 = 2,678 hours per year per unit)
and a logistician estimated MTBF of 10,000
hours (remember vendor required 2,000 hours)

— POE assumed units would need to be replaced
once every 4 years

— 5,000 total units procured

— Average annual cost of $1.5M to replace
microphone
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Assess the new risk
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Propose using the “Greenberg method”
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Assess the new risk
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Assess the new risk
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Repeat the process
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Repeat the process
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Fully Quantified Risk — connecting dots
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Updated Risk Forecast
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Future Analysis/Applications
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* Should cost analysis with the opportunity matrix

= Correlation studies between risks and opportunities
* Determining appropriate incentive fees
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